INTERNAL AUDITS FINALISED SINCE THE LAST AUDIT COMMITTEE MEETING: APRIL 2017

Audit Title:

Housing Rents

Date of Report:

05/04/17

Materiality/Impact:

High

Number of ‘High Priority’ Curre_znt Audit High Pre_vi_ous Audit High O\{erall Evaluation Moderate
Recommendations: Opinion: Standard | Opinion: Standard | (Risk):
Key Recommendations
e There are no key recommendations as a result of this review.
Audit Title: Improvement Grants follow up
Date of Report: 16/05/2017 Materiality/Impact: Medium
Number of ‘High Priority’ Currt_ent Audit 1 Pre_vi_ous Audit 1 O\{erall Evaluation Minimal
Recommendations: Opinion: Opinion: (Risk):
Key Recommendations
e There are no key recommendations made as a result of this review.
Audit Title: Northgate System Control and Integrity Follow-Up
Date of Report: April 2017 Materiality/Impact: High
Somentudit |y |Geous it || GverllEvauaon | yogerate

Key Recommendations

No key recommendations were made as a result of this review.




Audit Title: ICT and Information Governance Policy Library

Date of Report: May 2017 Materiality/Impact: High

Number of ‘High Priority’ Current Audit Previous Audit Overall Evaluation
Recommendations:

N/A (Risk): Of concern

Opinion: Opinion:

Key Recommendations

The key recommendations made as a result of the review are:

Policies should be reviewed to determine whether they are replacing any existing policies. If they are, the new policy will need to be approved by the
same method of approval for the old policy (e.g. by Corporate Management Team, Cabinet Member Briefing note or Cabinet). If there is no clear
previous route of approval, then advice should be taken from the Director of Law and Democratic Services on the most appropriate route for these.
In addition, if the policies result in changes to staff terms and conditions e.g. prohibition of personal use of equipment, then a formal consultation will
need to be carried out before they can be formally adopted. Once the policies have been approved, an official launch of the Policy Library should be
carried out to support its implementation, by ensuring that it is clearly communicated to staff, Members, and other users of the Council’s information
systems (for example temporary staff, consultants, etc.).

Information security and governance training and knowledge requirements including what policies should be mandatory, for standard users, should
be set. Targeted requirements for other staff based on their roles and responsibilities should also be set. Any mandatory training / knowledge
requirements should be communicated to users e.g. in the Acceptable Use Policy. The rollout of MetaCompliance should be completed, to capture
that users have read, understood and accept the mandatory information governance policies. The requirement for users to sign the Acceptable Use
Policy and return the slip to HR should be removed from the policy.

Audit Title: Open Housing System Control and Integrity Follow-Up

Date of Report: April 2017 Materiality/Impact: High

Number of ngh Pr.IOI'Ity 1 Currgnt Audlt N/A Pre_V|_ou§ Audit 2 O\{era!l Evaluation Moderate
Recommendations: Opinion: Opinion: (Risk):

Key Recommendations

The key recommendations made as a result of the review are:

The level of protective monitoring required for the system should be determined by a security risk assessment. The frequency of audit log reviews
and who should perform them should also be determined. When considering logging and monitoring requirements for the system, establish whether
running the application and database on upgraded hardware (virtual or physical) would remove performance issues that currently prevent the full
audit log being enabled and evaluate whether the cost of this is met by the benefit of enhanced logging.




Audit Title: Registrars

Date of Report: May 2017 Materiality/Impact:
Number of ng_h Prllorlty > Cum_ent Audlt > Pre_w_ou:f, Audit N/A O\{era!l Evaluation Moderate
Recommendations: Opinion: Opinion: (Risk):

Key Recommendations
The key recommendations made as a result of the review are:

e Arrisk based decision should be made on whether to dispose securely of the card transaction receipts displaying the full PAN immediately, or retain
them until they reach the retention period.

¢ In line with the Council’s Financial Regulations, internal orders should be completed for all purchases. The order form should be used as a reference
to check that the correct goods/services are received, and charged for. A segregation of duties should exist between the officer authorising the order
of goods/services and the officer authorising the payment for goods/services.

Audit Title: TUPE arrangements

Date of Report: March 2017 Materiality/Impact: High

Number of ngh Pr.IOI'Ity 3 Current Audlt 3 Pre_V|_ou§ Audit N/A O\{era_ll Evaluation Of concern
Recommendations: Opinion: Opinion: (Risk):

Key Recommendations
The key recommendations made as a result of the review are:

¢ A more structured project management approach to guide the TUPE process is necessary to ensure consistency and robustness to the process.
Where possible, this should include setting up a project team, to include key services involved in the process and be guided by template project
plans and timetables. Standardised documents and templates should be in place to support the TUPE process, reinforced through up to date
guidance that provides Managers with clarity over roles and responsibilities. Where necessary, guidance should be supplemented by TUPE training,
to ensure staff are aware of the Regulations and their potential role in transfers.

e A designated Officer from both Legal and Finance should be involved in the Project Team on each TUPE. TUPE guidance should be clear as to
when Legal advice should be sought, with particular attention given for ensuring this is done in advance of the transfer taking place, to allow for key
processes to be reviewed. The Finance Team’s involvement in the TUPE process should also be clarified and a standard process documented
where possible to guide future involvement.

¢ Indemnities and warranties should be in place for each TUPE and evidence held in a central TUPE file. Where possible, further evidence of due
diligence checking should be clearly recorded.




Audit Title: Emergency Duty Service

Date of Report: March 2017 Materiality/Impact: High

Number of ‘High Priority’ Current Audit Previous Audit Overall Evaluation
Recommendations:

Opinion: Opinion: N/A (Risk): Of concern

Key Recommendations

The key recommendations made as a result of the review are:

Rationalise and agree the approach and acceptability of placements for Children where suitable Foster Carers are not available i.e. what checks are
required to be completed on the person offering a placement? Is it appropriate to place children with a person who is known to the service and in
what circumstances? How long this type of placement should be permitted before being review etc.? The Foster Care Team should ensure that the
daily Foster Care list provided to the out of hours EDS consists of available foster carers. If support workers are required for any of the available
foster care placements then details of available support workers should also be provided to ensure the option is viable.

The Swindon Procedures Manual would benefit review to ensure that it provides specific guidance to the EDS for the following: a definition setting
out the type and nature of emergency referrals that the EDS team manage out of hours (and those which are not emergency referrals). This should
emphasise that the service only deals with significant risks. Incidents that are not classified as such notified to the relevant day time services on the
next working day; a procedure for logging and communicating referrals to day services along with action taken, including the notification process for
urgent and significant risks client referrals.

Ensure there is a specific, understood and communicated working protocol between the EDS and day time services in Children’s Social Care
including Mental Health. This should:

= Cover the basis of any significant and urgent referrals of clients from day time services to EDS including service cut off times and referral of client to
EDS, means of communication and extent of information required.

= Determine if welfare visits are to be conducted by EDS and the criteria applicable to be met for these to be requested. Also evaluate the impact of
welfare visits not being conducted if EDS staff have other more significant referrals to manage and respond to.

= Review and refresh the referral forms completed by the EDS Team and sent on to day time services (Children’s and Families, Adult Social Care and
Mental Health) to rationalise and standardise the information required in a concise form.

The EDS staff should be trained in case recording to ensure this is of a clear, consistent and quality standard from which to conduct care
assessments.

It is recommended that a case meeting to review the suitability of care plans put in place by the Looked After Children Team / Youth Offending Team
for the two children referred to court on 19th November 2016. Apply any lessons learnt to future referrals.

Secure RIO mental health care system access for relevant Council staff with Mental Health Care responsibilities so that they can directly access and
input client information.




The following reports are currently in draft:

Street Works

Fleet management
Compliance with Standing Orders
Children’s health
Commercial assets

ID badges

Risk management
Performance management
Corporate reporting

Asset management
Creditors

Plas Pencelli

Workplace health



