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AGENDA

Apologies for Absence

Declarations of Interest

Members are requested at the start of the meeting to declare any known interests in any
matter to be considered, and are reminded that any such interest should also be
declared at the start of an item or during any discussion of the matter concerned.

Public Question Time
See explanatory note below. Please phone the Committee Officer whose name and
number appears at the top of this agenda if you need further guidance).

Minutes (Pages 1-4)
To receive the minutes of the meeting held on 21 September 2010

Internal Audit reports identifying significant risk or 'of concern' - Payment
Card Industry Standards (HIA-CE) (Pages 5 - 32)

Internal Audit reports identifying significant risk or 'of concern' - Section 38
Agreement (HIA-CE) (Pages 33 - 64)

Accounting Policies (DF-CE) (Pages 65 - 74)
Annual Audit Letter (Pages 75 - 90)



9. Head of Internal Audit Update (HIA-CE) (Pages 91 - 98)
Date of Despatch: 15 November 2010

Key:
HIA-CE - Head of Internal Audit

Public Question Time - Swindon Borough Council is committed to increasing its
accountability to the public and to promoting active citizenship. Up to 15 minutes will
be allowed at the start of all Council meetings for questions to the Chair from
members of the public about the work of the Committee (except for confidential
matters and specific planning applications). Questions must be relevant, clear and
concise. Because of time constraints Public Question Time is not an opportunity to
make speeches or statements. Prior notice of a question to the Director of Law and
Democratic Services is desirable - particularly if detailed background information is
needed.

Access Arrangements — The Venue is wheelchair accessible and an infrared
receiver hearing system is provided. If you would wish to attend the meeting but
have any special requirement to enable you to do so please contact the Committee
Clerk above, as soon as possible prior to the date of the meeting.

If you would like to receive any of the pages contained in this agenda in a larger print
size please contact the Committee Officer whose name appears on the first page of
this agenda.

The Audit Committee - Terms of Reference
(the complete terms of reference and programme of activity for the Audit Committee
are set out in Minute 61 of the meeting of the Audit Sub-Committee held on 25
January 2006)

To provide independent assurance to the Council on the following responsibilities:

(1) the effectiveness of the Council’s risk management, internal control and its
overall assurance framework;

(ii) the effectiveness of the Council’s financial and non-financial performance to
the extent that it might impact upon (i) above;

(i)  the performance of the Council’s Internal Audit section;

(iv) the receipt and review of External Audit reports and liaison with external
auditors on significant matters identified, and

(v)  advise upon and/or review the effectiveness of any other matters referred to

the Audit Committee by the Cabinet, the Overview and Scrutiny and
Regulatory Committees.
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AUDIT COMMITTEE

TUESDAY, 21 SEPTEMBER 2010

PRESENT:- Councillors Michael Dickinson (Chair), Eric Shaw, Peter Stoddart,
Des Moffatt (Vice-Chair) and Junab Ali

Apologies for absence were received from Councillors Nick Martin and Mary Martin.
15. Declarations of Interest

The Chair reminded members of the need to declare any known interests in any
matters to be considered at the meeting. No declarations were made.

16. Public Question Time
No questions were asked under Standing Order 18.
17. Minutes

Resolved - That the minutes of the meeting held on 22 June 2010 be
confirmed and signed.

18. Internal Audit reports identifying significant risk or 'of concern -
Corporate Manslaughter

The Committee received the Internal Audit report on the mitigating controls in place
to prevent a case of Corporate Manslaughter. The audit review was finalised in May
2010 when an overall risk assessment of “Of Concern” was given. The Council’s
Head of Human Resources and Talent and Head of Health, Safety and Wellbeing,
were in attendance to respond to members’ questions on issues raised by the audit
review, the management response to the audit conclusions and recommendations
and progress in implementing the agreed action plan.

Resolved — (1) That the report be noted.

(2) That the Head of Human Resources and Talent and the Head of Health,
Safety and Wellbeing, be thanked for their attendance at the meeting and for their
full and open response to members’ questions on issues relating to the outcomes of
the Internal Audit review of Corporate Manslaughter.

(3) That it be noted that a training session on the subject of Corporate
Manslaughter, aimed primarily at Group Directors and Directors, would be held
tomorrow (22" September) at the County Ground training facility. That the officers
arrange a similar training session for members, to be held in the evening.

(4) That a further report on progress in implementing the Management
response to the Internal Audit recommendations, as set out in the associated
Action Plan (Section 8 of the Audit Report) be submitted to the Committee in
approximately 6 month’s time.

19. Corporate Risk Management: Update

The Head of Performance and Risk introduced a report on the pending re-
examination and refresh of the Council’s Corporate Risk Register in response to the
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changing economic environment and the need to ensure that the major risks the
Council is facing are correctly identified and actions put in place to mitigate those
risks. It was noted that this re-examination would be considered at the next meeting
of the Corporate Board and the Audit Committee’s views were invited regarding key
corporate risk areas and the level of assurance members would expect from the
Risk Management function that appropriate action was being taken to manage and
mitigate these risks. It was intended that members’ comments would be reported to
the Corporate Board and that the outcome of that debate would be used by groups
to agree actions to be put in place to mitigate risks, accountabilities for delivery and
timescales for introduction. It was intended that the reviewed Register would be
submitted to the Audit Committee for consideration at its November meeting before
being referred to Cabinet for endorsement.

Resolved — (1) That members’ views and comments regarding key corporate
risks, the level of assurance required by the Committee that these risk are being
appropriately managed and the nature and involvement of the Committee in the
future monitoring of the Corporate Risk Register be noted and that these be
reported to Corporate Board to inform that body’s re-examination of the Register.

(2) That members advise the Head of Performance and Risk, in advance of
next week’s Corporate Board, of any further key risk areas they might identify or
where they feel improvements might be made to the Councils’ overall assurance
framework.

20. External Audit Report on the Statement of Accounts 2009/10

The Director of Finance submitted the updated Statement of Accounts for 2009/10
for the Committee’s approval. The Committee also received the External Auditor's
Annual Governance Report in relation to its Annual Audit of the Council's Statement
of Accounts for 2009/10, including, at appendix 4, the draft letter of representation
for the Committee’s consideration.

Mr Peter Smith and Mr. Martin Robinson of the Audit Commission, were in
attendance and presented the Annual Governance Report, summarising its key
messages, including the messages arising from the audit of the Council’s financial
statements, and work undertaken to assess the Council’s arrangements to secure
value for money from its use of resources. Mr Smith and Mr Robinson responded to
members’ questions on issues raised in the report and on the Council’s response to
its findings.

Mr Robinson also provided a brief summary statement in respect of the recent
announcement about the abolition of the Audit Commission and the continuation of
existing external audit arrangements until the 2012/13 Financial Year and the likely
arrangements for the future, the suggestion being that authorities would be able to
appoint their own independent external auditors from a “more competitive and open
marketplace”.

The External Auditors concluded their presentation of the Annual Governance
Report by expressing their thanks for the high level of assistance and support
provided by the Council’'s Deputy Head of Finance and the Financial Services Team
in conducting the 2009/109 Audit.

Resolved — (1) That the report of the Director of Finance on the Statement of
Accounts for 2009/10 be noted. That the draft External Auditors’ Annual
Governance Report 2009/10, and the updates provided at the meeting, be also
noted.

(2) That, having considered the matters raised in the Annual Governance
Report, and taken note of the adjustments to the Financial Statements, set out in
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Appendix 2 to the report, and the unadjusted misstatements in the accounts
(Appendix 3), the letter of representation, attached at Appendix 4, be
acknowledged.

(4) That the Audited Statement of Accounts for 2009/10 be approved, to be
signed by the Chair within a period of 1 week, following his own final check of the
accounts.

21. External Audit - Audit Opinion Plan

The Committee received the External Auditors’ Audit Opinion Plan, setting out the
details of the work proposed to be undertaken for the audit of the Council’'s 2009/10
financial statements and reflecting:

e audit work specified by the Audit Commission for 2009/10

e current national risks relevant to local circumstances

e local risks.
The report also included details of the fee for the audit of financial statements and
the additional specific risks relevant to the current audit opinion that would be
addressed.

Resolved — That the report be noted.

22, Head of Internal Audit Update

The Committee received a report of the Head of Internal Audit summarising the
main issues arising from the Internal Audit Reports finalised since the last Audit
Committee meeting in June 2010 and progress made against the Annual Internal
Audit Plan.

Resolved — (1) That the report be noted.

(2) That the “Payment Card Industry Standard” audit report, classified as
having and overall risk evaluation of “Of Concern”, and the “Section 38” audit report,
evaluated as being of “Moderate” risk, be submitted to the next meeting of the
Committee for consideration.
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Internal Audit reports identifying significant risk or ‘of concern’:
PAYMENT CARD INDUSTRY STANDARDS

AUDIT COMMITTEE Date: 23 November 2010

Author: Head of Internal Audit
Wards Affected: None

Purpose

Members requested that at least one individual audit report be presented to each
meeting of the Committee. This report should be one that has been classified as
being of ‘significant risk’ or ‘of concern’, if one had been issued since the
previous meeting of the Committee. If not, then a report would be selected in
liaison with the Chair of the Audit Committee.

Audit Committee requested that the Internal Audit report on Payment Card
Industry Standards be presented to the committee.

Recommendation

e |tis recommended that the contents of the report be noted.

1 Reasons

1.1 The Council’'s Audit Committee has a strategic role to ensure that the
Council’s assurance framework is operating effectively. To this end it
should seek assurance that key areas that contribute to this framework
are operating properly.

1.2 Internal Audit’s terms of reference require that at least one individual
audit report be submitted to each meeting of the Committee.

1.3  Audit Committee requested that the Internal Audit report on Payment
Card Industry Standards be presented to the November meeting of the
Audit Committee.

2 Detail

2.1 A copy of the report following the internal audit review of the Council’s
arrangements to ensure compliance with the Payment Card Industry
Standards is attached as Appendix 1. The report was finalised on 29"
July 2010 and an overall risk assessment of ‘Of Concern’ was given.
The initial management response is also included in this report.

2.2  Key recommendations made in the report to achieve the improvements
required include:
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Internal Audit reports identifying significant risk or ‘of concern’:
PAYMENT CARD INDUSTRY STANDARDS

AUDIT COMMITTEE Date: 23 November 2010

e The re-programming of all relevant credit/debit card payment
devices to ensure that the full 16-digit card number is no longer
printed on the Merchant copy receipt.

¢ Clarification should be provided by Corporate Finance to advise the
correct length of time that credit/debit card receipts should be
retained and then communicated to all departments.

¢ Review of processing procedures to ensure that under no
circumstance the cardholder’s security number is retained on any
paperwork being held as this is in breach of the Payment Card
Industry Standards.

2.3  The Group Finance Manager (Technical) has also provided a summary
(see Appendix 2) of progress since the issue of the Internal Audit
report. A point-by-point update of progress in implementing each of the
recommendations is also provided (see Appendix 3)

2.4  The audit report, management responses and updates on progress are
submitted for Members consideration.

2.5 The Group Finance Manager (Technical) will be attending the meeting
to answer any questions that Members may have.
Alternative Options

Not Applicable.

Risk Management
Financial and Procurement Implications

There are no direct financial implications arising from this report however the
detailed audit report addresses the suitability of internal controls within the
systems examined.

Legal/Human Rights Implications

Internal Audit is a statutory requirement of the Accounts and Audit Regulations
2006. The Internal Audit service also provides assurance to the Director of
Finance regarding the requirements of Section 151 of the Local Government Act
1972.

Links to Corporate Plans and Policies (in particular to Swindon 2010 Promises)

Effective systems of internal control within the Council will help to ensure that the
objectives set out in the Corporate Plan and Swindon 2010 are achieved.
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Internal Audit reports identifying significant risk or ‘of concern’:
PAYMENT CARD INDUSTRY STANDARDS

AUDIT COMMITTEE Date: 23 November 2010

Consultees

The Director of Finance (Section 151 Officer) and the Director of Law and Democratic
Services (Monitoring Officer) are consulted on all reports.

Various other officers — as listed in the attached audit report (see Appendix 1)

Appendices / Background papers

Appendix 1 — Internal Audit Report: Payment Card Industry Standards
Appendix 2 — Summary of Progress since the issue of the Internal Audit report
Appendix 3 — Update on individual Internal Audit recommendations

Key Decision/Decision in Forward Plan
Not Applicable
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[NVESTORS IN FEOPLE

Swindon Internal Audit Services

Chief Executive’s

Strictly Private and Confidential

Payment Card Industry Standards

Report status: Final

Report date: 29th July 2010
Report Reference: Finance/PCIS/DS
Auditor: Dawn Sexstone, CIPFA Trainee

Issued by: Nikki Soave, Principal Auditor

Page 9



Final Internal Audit Report — Payment Card Industry Standards

Contents Page
Section 1 Executive Summary 3
Section 2 Introduction 4
Section 3 Approach 4
Section 4 Risk Areas Examined 5
Section 5 Overall Opinion 5
Section 6 Secure Procedures 7
Section 7 Acknowledgement 7
Section 8 Action Plan 8
Appendices:

A: Standard Audit Opinions

Report distribution:

Draft for discussion issued: 7" June 2010
Paul Smith Group Finance Manager - Technical

Final issued: 29" July 2010

Paul Smith Group Finance Manager - Technical
Fiona Pearce CAPITA - Head of Finance Administration
Anna Marzec Data Protection Officer
Stuart McKellar Director of Finance
15/11/2010 Swindon Internal Audit Services
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Final Internal Audit Report — Payment Card Industry Standards

1

1.1

1.2

1.3

1.4

1.5

1.6

1.7

Executive Summary

This audit has been undertaken as part of the audit plan and included a follow up on
previous audit recommendations made in the Payment Card Industry Data Security
Standards audit in December 2008.

The aim of the audit was to look at the current controls and processes in place
across the Council and to give an audit opinion on whether the controls are
adequate enough to comply with the Payment Card Industry Standards.

The areas being covered in this audit are departments which receive and process
their own credit /debit card payments and departments which receive telephone
payment requests that are passed on to a third party department for processing.
The audit did not cover the IT and network security side of the Payment Card
Industry Standards.

The main findings were that there had been no significant improvements made to
comply with the Payment Card Industry Standards since the previous audit
conducted in 2008/09. A project had been put together to address the issues of PCI
compliance but the project was put on hold due to the issues around IT requirements
which arose after project inception. As a result there are still areas that have not
received any training in the Payment Card Industry Standards on what is expected of
staff either in their role as a payment processor, or for those receiving payment
details over the telephone.

Across the different sites the following key issues were found:
e  Cardholder’s security codes were being kept.

o Some departments had not received Payment Card Industry Standards
training.

o Storage of cardholder information was not consistent across the Council.

The key recommendations from the report are:

e  The re-programming of all credit/debit card payment devices to ensure that the
full 16-digit card number is no longer printed on the Merchant copy receipt.

e  Clarification should be provided by Corporate Finance to advise the correct
length of time that credit/debit card receipts should be retained and then
communicated to all departments.

o Review of processing procedures to ensure that under no circumstance the
cardholder’s security number is retained on any paperwork being held as this is
in breach of the Payment Card Industry Standards.

The result of the audit testing in relation to compliance with the Payment Card
Industry Standards indicated that significant improvements were required. The
system was defined as one of high materiality and impact and therefore combining
this with the opinion on internal controls gives an overall rating of the audit was of
concern.

15/11/2010 3 Swindon Internal Audit Services
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Final Internal Audit Report — Payment Card Industry Standards

2.1

2.2

2.3

3.1

3.2

3.3

Introduction

An internal audit review of the existing processes in place with regards to the
receiving of Credit and Debit card payments was carried out as part of the agreed
Audit Plan. This is intended to provide assurance to the Director of Finance that the
systems of internal control are operating adequately and effectively.

Across the Council there are a number of sites and departments which either directly
receives payments, or who receive cardholder data for processing by another
department. The process of receiving debit and credit card payments should comply
with the Payment Card Industry Standards and any areas of non-compliance should
be identified and corrected.

There are three main processes being used to receive debit and credit card
payments, they are as follows:

e Chip and pin devices — the payment device is directly connect to the Bank by its
own telephone line and payments can be processed using chip and pin, by
swiping the card and obtaining a signature, or as a cardholder-not-present
transaction.

e AXIS Counter Receipting — this is a computer software package that can be used
either with, or without, a PDQ machine. The payment details are input into the
system that records the transaction value, if the cardholder is present then the
PDQ machine is used to authorise the payment. If the cardholder is not present
then payments are processed through Capita Finance and a PDQ machine is not
required.

¢ Flex system — this is the swipe card system being used at all the Recreation sites
and again is a software package linked to a swipe card device and requires the
card holder to sign the merchant copy of the receipt.

Approach

Managers determine the extent of internal control in their systems and are
responsible for providing an environment that ensures that resources are properly
applied, value for money is secured, fraud and other losses prevented, and the
Council’s Financial Regulations are complied with.

Internal Audit, as a service to the Directorate and the Council as a whole, contributes
to internal control by examining and evaluating its adequacy and effectiveness. The
auditor’s responsibility is to form an independent opinion, based on the audit work
undertaken, on the reliability of the systems of internal control, risk management and
governance, reviewed and report this to the Director of Finance and to other relevant
Managers.

In accordance with best practice, a risk-based approach was adopted that identified
the key risks to the business objectives and those mitigating actions/controls that
should be in place. The auditor then assessed the effectiveness of the mitigating
controls through examination of relevant documents, procedures and detailed
testing.

15/11/2010

4 Swindon Internal Audit Services
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Final Internal Audit Report — Payment Card Industry Standards

3.4  The appropriate managers and staff were consulted during the course of the review
and examination and testing of relevant documentation and procedures took place
within departments.

4 Risk Areas Examined

41  The key risks to the achievement of the business objectives were agreed with the
Director of Finance before the commencement of the audit. The table below
summarises the Risk Areas examined during the review and provides an
assessment of the adequacy of the mitigating controls in place for each area of risk

examined:
Risk Area Examined Audit Conclusion re. mitigating
controls
e Financial Loss to the Authority Significant improvements
required
e Identity theft or Fraud Significant improvements
required

5 Overall Opinion

5.1  Materiality and impact: High. In the worst-case scenario, failure to comply with the
PCI/DSS risks disclosure, modification and/or deletion of customer data further
placing at risk the integrity (accuracy and completeness) of the Council’s financial
records and accounts. The maintenance of privacy and security is a statutory
requirement. Non-compliance with the legislation will place the Council at risk of
prosecution through the Courts, loss of public confidence and political
embarrassment. Ultimately the cardholder may be placed at risk of “identity theft”
and financial loss. The political, social and financial repercussions potentially arising
from inadequate control determines the classification of high materiality and
impact for this environment.

5.2  Opinion on system controls: Significant improvements required (see Appendix
A) i.e. the auditor completing the review concluded that existing procedures needed
to be improved to ensure that they are fully reliable. A number of significant
recommendations have been made to improve missing or failing controls.

5.3 Overall assessment of risk: the combination of the high impact of the system,
along with the opinion on the system controls gives an overall risk assessment to the
Council as being of concern:

15/11/2010 Swindon Internal Audit Services
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Final Internal Audit Report — Payment Card Industry Standards

MATERIALITY AND IMPACT
SYSTEM CONTROL High Medium Low
1 High standard Moderate Minimal Minimal
2 Satisfactory Moderate Moderate Minimal
3 Significant Improvements Moderate Moderate
required

4 Fundamental weaknesses

identified Of Concern Moderate

5.4  The following key recommendations should be implemented in order to achieve the
improvements required:

e  The re-programming of all credit/debit card payment devices to ensure that the
full 16-digit card number is no longer printed on the Merchant copy receipt.

e  Clarification should be provided by Corporate Finance to advise the correct
length of time that credit/debit card receipts should be retained and then
communicated to all departments.

o Review of processing procedures to ensure that under no circumstance the
cardholder’s security number is retained on any paperwork being held as this is
in breach of the Payment Card Industry Standards.

5.5 Management’s response to the Internal Audit recommendations is included in the
action plan at section 8 of the report on completion of the audit.

5.6 All of the matters arising are detailed in the action plan, together with suitable
recommendations, together with an indication as to whether the matters arising are
of a high, medium or low priority. The action plan provides a checklist of the findings
of the review, potential consequences, and identifies officers responsible for
implementing the recommendations and appropriate time-scales.

6 Secure Procedures

6.1 It was noted that the following secure procedures are now an integral part of the
Payment Card Industry Standards system:

e The Cashier’s process for receiving cardholder present payments is robust and
the system being used is functioning effectively.

¢ All new cashiers are made fully aware of the Payment Card Industry standards
and sign to confirm that they have read the standards.

15/11/2010 6 Swindon Internal Audit Services
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Final Internal Audit Report — Payment Card Industry Standards

7 Acknowledgement

7.1 Internal Audit would like to acknowledge and thank the following Officers who
contributed to the review:

Name Job title
Paul Smith Group Finance Manager - Technical
Sheila Jennings Admin Assistant - Enterprise Works
Marilyn O’Sullivan Receptionist - Registrar Office
Caroline Lovett Duty Manager - Steam Museum
Mike Crossland Duty Manager - Steam Museum
Janice Leard Information Centre Manager
Gail Midwinter Capita Finance - WTW1
Freida Savage Capita Finance - WTW1
Nicki Western Culture Marketing Manager - Arts Centre
Fiona Page Community Facilities Business Support Officer
Roxanne De'Lecia Revenues Officer - Credit Control
Lee Haines Processing Clerk - Parking Admin
Mary Turner Senior Cashier
Liz Burton Building Control Officer
15/11/2010 Swindon Internal Audit Services
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Final Internal Audit Report — Payment Card Industry Standards

Section 8: Action Plan

The purpose of this action plan is to provide a summary of the matters arising during the audit of Payment Card Industry Standards, together with the
recommendations to mitigate risks, the manager’s response to the recommendations, along with the officer responsible and timescale for implementation. In order
for you to identify the most significant matters arising, which affect the reliance that can be placed on the controls reviewed, the recommendations have been
prioritised.

. Responsible
o Recommendations :
Ref. Finding Priority (High/Medium/Low) Offlcer and Management Response
Timescale
1 Risk: Identity and Financial Theft - Corporate Policies and Procedures
1.1 | The latest Retention and Disposal Policy The current Retention and Disposal policy Data This will be updated as part of the re-
available on the Council’s Intranet pages was should be updated to include the length of Protection continuation of the PCI compliance
issued in May 2005. On reviewing this document | time credit/debit card receipts should be Officer project. This area can be targeted for
o it was found that there is no specific entry for the | retained and how they should be disposed off immediate update.
2 reteptlon and disposal of Credit and debit card for both .Chlp and pin, and non chip and pin August 2010
@ receipts. transactions.
>
Priority: Medium

15/11/2010 8 Swindon Internal Audit Services
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Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Officer and Management Response
Timescale
2 Risk: Identity and Financial Theft - Testing of sites with payment card facilities.
2.1 | Testing was undertaken on the following seven All debit/credit card machines should be re- Group Agree
Council run sites that have there own card programmed to comply with the PCI guidance Finance
payment facilities: that only the first 6 and last 4 digits should be Manager -
o Enterprise Works visible as a maximum. Technical
o Registrar Office
e Steam Priority: High August 2010
e Premier House, Reception
¢ Information Centre
e Capita Finance
- e Arts Centre
E It was found that they were all producing
) merchant receipts that showed the full 16-digit
3 card number.

This is in breach of the Payment Card Industry
standards (3.3), which state that the full card
number (PAN) should only be displayed in full if
there is a legitimate business needs to see the
full PAN.

15/11/2010
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. Responsible
- Recommendations :
Ref. Finding Priority (High/Medium/Low) Ofﬂcer and Management Response
Timescale
2 Risk: Identity and Financial Theft - Testing of sites with payment card facilities.
2.2 | Enterprise Works All receipts should be held securely to General Agreed — will be taken up with the
During testing of PCI compliance at Enterprise prevent unauthorised access to confidential Manager — | Enterprise Works Manager
Works it was found that the receipts are stored in | information. Enterprise
cardboard archive boxes in the archive room. Works
The Archive room dpes not get locked up and the | priority: Medium
boxes are not kept in a lockable cupboard. August 2010
This is in breach of the Payment Card Industry
standards (9.6), which states that they need to
physically secure all papers that contain
cardholder data.
)
%2.3 Steam Museum Clarification should be provided by Corporate Group Agreed
- During PCI compliance testing at Steam if was Finance to advise the correct length of time Finance
© ing fi ial i i that credit/debit card receipts should be Manager -
found that they are holding financial information, . Y g
which goes back since the site opened 10 years retained and then communicated to all Technical
ago. This is in breach of the Council’s Data departments.
Retention and disposal policy, which states August 2010
financial information should be held for 7 years.
Records held that are over 7 years old should General
be disposed of securely. Manager —
STEAM
Priority: High
August 2010

15/11/2010
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Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Ofﬂcer and Management Response
Timescale
2 Risk: Identity and Financial Theft - Testing of sites with payment card facilities.
2.4 | Information Centre Telephone Payment Request sheets should Information | Response by J Leard, Visitor
The |nf0rmation Centre processes payments be dISposed Of promptly and Securely once Centre |nf0rmati0n Centre Manager
both over the telephone and when the cardholder | the transaction has been processed Manager | As soon as the transaction has been
is present. It was found that the Telephone electronically. processed the Telephone Payment
Payment Request sheets that are used to record August 2010 | Request sheets are promptly held in the
the payment details received over the telephone, safe, which is only accessible by the
are being kept for 6 to 12 months before responsible key holders. After a period
disposal. of 6 months they are shredded by a
cross-shredder. They are kept for a
period of 6 months, as this is a
requirement in case of charge-backs.
n
%2.5 Information Centre Cardholder’s security codes should not be Information Response by J Leard, Visitor
- The Telephone Payment Request sheet being kept once payment has been processed, as Centre Information Centre Manager
© used by the Information Centre to record this is in breach of PCI requirements. Manager | We will promptly devise a system
telephone payments was found to include the whereby the 3-digit card security
cardholders’ 3-digit card security number. These | priority: High August 2010 | number is not recorded on the

forms are then kept for 6 to 12 months in their
safe.

This is in breach of the Payment Card Industry
standard (3.2.2), which states that the card
verification code or value used to verify ‘card not
present’ transactions should not be stored.

Telephone Payment Request sheet and
once the transaction is processed the
security number will be destroyed.

15/11/2010
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Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Ofﬂcer and Management Response
Timescale
2 Risk: Identity and Financial Theft - Testing of sites with payment card facilities.

2.6 | Capita Finance The Council should introduce an additional Group 'For cardholder present transactions
The AXIS system being used by Capita Finance | Security check to mitigate the chances of Finance 'chip and pin' machines are to be used.
allows the processing of card payments without | fraudulent payments being made to the Manager - | The security number is not required for
the need for the 3-digit security code or any other | Council. Technical | these transactions. For transactions
This increases the chance of fraudulent payment | Priority: High August 2010 introduction of the paye.net system later

information being processed by the Council.

in 2010 will allow for security card
numbers to be taken. The use of these
will be considered during its
implementation. The Axis system does
not have a 'field' for security numbers.'

0c abeyd
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Ref.

Finding

Recommendations
Priority (High/Medium/Low)

Responsible
Officer and
Timescale

Management Response

Risk: Identity and Financial Theft - Testing of departments taking payment information over

the telephone.

3.1

12 abed

Community Hire

When Community Hire take payments over the
telephone they are currently recording the 3-digit
security code on the telephone request forms, as
it is required in order to process the payment at
Premier House.

The retaining of the security verification number
is in breach of the Payment Card Industry
standards (3.2.2) that states: ‘do not store the
card-verification code or value used to verify
card-not-present transactions’.

The Community Hire team will be moving to
WTWS5 in April 2010 and once they have moved
their payment requests will be sent to Capita
Finance (WTW?1) for processing and the need to
record this information will change. Once Capita
Finance has processed the payment all the
paperwork will be held in the Cashiers
department and they will be responsible for the
disposal of the forms.

Building Control

Testing established that although Building
Control do not ask the Cardholder for the security
code occasionally they may be given this
information by the cardholder which they record
on the Telephone payment request form.

The 3-digit security code should not be
retained once processing has been
undertaken, this information should be
removed from any forms being held within the
departments.

Priority: High

Head of
Finance
Admin
(Capita)

August 2010

Agreed

15/11/2010
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Final Internal Audit Report — Payment Card Industry Standards

Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Officer and Management Response
Timescale
3 Risk: Identity and Financial Theft - Testing of departments taking payment information over the telephone.

3.2 | Credit Control Any employee responsible for taking Group All employees identified as responsible
The Credit control team were due to receive credit/debit card payments over the telephone Finance for taking payments were identified and
training for PCI compliance but the PCI DSS should be aware of the Payment Card Manager - | invited to attend general PCI training,
Compliance project got put on hold before they Industry standards and be advised on the Technical which includes some of the sections
had received the training_ issue Of beSt pI’aCtlce hlgh“ghted at 32

August 2010
Parking Services (BSU) Priority: Medium Training will again be undertaken as
During the testing it was established that the part of the restart of the PCI project.
team had not received any training on PCI
compliance.
-
& Building Control
c,\D, During the testing it was established that the
N

team had not received any training on PCI
compliance.

Anyone receiving payment information over the
telephone should be made aware of the Payment
Card Industry standards, as they are applicable
to the role the employee is undertaking. Lack of
awareness will lead to errors being made and
data being stored incorrectly.

15/11/2010
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Final Internal Audit Report — Payment Card Industry Standards

Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Ofﬂcer and Management Response
Timescale
3 Risk: Identity and Financial Theft - Testing of departments taking payment information over the telephone.
3.3 | Parking Services (BSU) Procedures need to be introduced to ensure Group Response by F Pearce
The form being sent to Capita Finance for all departments are aware of their Finance Responsibility for reconciliation of TIC
processing includes the 3-digit security code from | responsibilities and that the practice of Manager - | cash / card takings is the responsibility
the back of the card, other departments sending | réceiving payment card information over the Technical | of Capita Finance Admin therefore we
payments through WTW1 do not record this telephone is consistent across the Council. have to have the merchant copies. |
information. August 2010 | Would question this recommendation as
Priority: High the storage of mercha_nt copies in
central finance admin is more secure
than TIC and does not negatively
impact procedures, policy or security.
Introducing Paye.net will address this
- issue.
QO
3
o 4 Risk: Financial loss to the Authority
w4.2 The contract did not contain a list of the A list of sites included should be held with the Group Unclear what the purpose of this
establishments that were included. The contract and kept up to date, new sites Finance recommendation is and what
information which was provided for tender was should be added when identified as requiring Manager - advantages this would bring.
the total number of transactions — this service. Technical
e Credit Card payments — volume 36,975
transactions at a value of £1,380,185. Priority: Medium August 2010

e Debit Card payments — volume 121,580
transactions with a value of £4,767,355.
The description of the service within the tender
was ‘The processing of credit and debit card

transactions at various locations’.

15/11/2010
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APPENDIX A

Standard Audit Opinions

1. The audit opinion is based on two different criteria the first is the materiality of
the system and it's impact on the Council if there was a system failure. This
has been spilt into High, Medium or Low.

2. The second criteria, is the standard of control found within the system audited.
This has been categorised into 4 different levels i.e. high; satisfactory;
significant improvements required and, fundamental weakness. Each of these
categories has a standard opinion (see below).

Standard Audit Opinions on System Control

Audit Opinion 1. High Standard

The auditor completing the review concluded the significant system controls are
in place and operating effectively and only minor recommendations have been
made.

Audit Opinion 2. Satisfactory Standard

The auditor completing the review concluded that most of the significant controls
are in place and operating satisfactorily although some non-compliance was
identified and therefore there is scope for improvement.

Audit Opinion 3. Significant Improvements Required

The auditor completing the review concluded that existing procedures needed to
be improved to ensure that they are fully reliable. A number of significant
recommendations have been made to improve missing or failing controls.

Audit Opinion 4. Fundamental Weaknesses Identified

The auditor completing the review concluded that the matters arising from the
review are sufficiently significant to place doubt on the reliability of the
procedures reviewed. Implementation of the recommendations made is a priority
to ensure that reliance can be placed on the system.

3. The combination of these two factors gives an overall risk assessment to the
Council of one of four scores i.e. significant, of concern, moderate or minimal
(see section 4 of the main report).

15/11/2010 Swindon Internal Audit Services
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Appendix 2

Management Summary — Update on Progress
What is PCI Compliance?

The major credit card issuers created PCl (Payment Card Industry) compliance
standards to protect personal information and ensure security when transactions are
processed using a payment card. All members of the payment card industry (financial
institutions, credit card companies and merchants) must comply with these standards
if they want to accept credit cards. Failure to meet compliance standards can result in
fines if personal card data is compromised as well as the loss of the ability to process
credit cards. (or more expensive card transaction processing)

What are the PCI DSS requirements?

The PCI DSS standard has 12 requirements for compliance, under the summary
headings:

» Build and Maintain a Secure Network
Protect Cardholder Data
Maintain a Vulnerability Management Program

Implement Strong Access Control Measures

v ¥V VYV VYV

Regularly Monitor and Test Networks
> Maintain an information security policy
What assessments are required to be performed to prove compliance?

The PCI Data Security Standard establishes four levels based primarily on the
volume of transactions processed annually irrespective of acceptance channel.
Swindon Borough Council is a level 3 merchant. Level 3 includes merchants who
process 20,000 to 6 million transactions a year. The PCl DSS standard requires an
annual self-assessment questionnaire be completed with quarterly network
vulnerability scans. Onsite assessments and network vulnerability scans are
performed by vendors appointed by the card schemes known as Qualified Security
Assessor (QSA)

What is Swindon doing to become PCI compliant?

The key IT system to be overhauled is that used for taking payments at the One
Stop Shop and the Contact Centre. They are due to be replaced by a system
called “Paye.net” before Christmas, and will provide the data security around
taking card payments that are necessary to comply with the standard.

Paye.net is effectively software which sits on an internet connected PC, and
enables payments to be taken via a “Chip & Pin” machine linked to the PC. In
addition, “customer not present” transactions such as when payments are taken
over the phone can be processed using Paye.net in a PCI compliant manner.

In addition, all areas of the Council where card payments are taken are under
review, and may also utilise Paye.net if this is required as a solution. The major
areas that do not require this upgrade are leisure sites who use the “Flex” system
as it’s already PCIl compliant.

Page 25



Appendix 2

PCI training

PCI compliance is also about the policies and procedures in place when staff take
payments using debit and credit card. Therefore, all staff that handle card
payments have or will receive specific PCI training and a list of “Do’s and Don’ts”
will also be circulated and posted on the Councils intranet as a source of
information.

Page 26
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Agenda ltem 6

Internal Audit reports identifying significant risk or ‘of concern’:
SECTION 38 AGREEMENT

AUDIT COMMITTEE Date: 23 November 2010

Author: Head of Internal Audit
Wards Affected: None

Purpose

Members requested that at least one individual audit report be presented to each
meeting of the Committee. This report should be one that has been classified as
being of ‘significant risk’ or ‘of concern’, if one had been issued since the
previous meeting of the Committee. If not, then a report would be selected in
liaison with the Chair of the Audit Committee.

Audit Committee requested that the Internal Audit report on Section 38
Agreements be presented to the committee.

Recommendation

e |tis recommended that the contents of the report be noted.

1 Reasons

1.1 The Council’'s Audit Committee has a strategic role to ensure that the

Council’s assurance framework is operating effectively. To this end it should

seek assurance that key areas that contribute to this framework are
operating properly.

1.2 Internal Audit’s terms of reference require that at least one individual audit
report be submitted to each meeting of the Committee.

1.3  Audit Committee requested that the Internal Audit report on Section 38

Agreements be presented to the November meeting of the Audit Committee.

2 Detail

2.1 A copy of the report following the internal audit review of the Council’s
regarding Section 38 Agreements is attached as Appendix 1. The report

was finalised on 7" September 2010 and an overall risk assessment of only
‘Moderate’ was given. The audit found that most of the significant controls
are in place and operating satisfactorily although some non-compliance was
identified and therefore there is scope for improvement. The initial
management response is also included in this report.

2.2 Recommendations made in the report to achieve the improvements required
include:
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Internal Audit

reports identifying significant risk or ‘of concern’:

SECTION 38 AGREEMENT

AUDIT COMMITTEE Date: 23 November 2010

To maintain the quality of record keeping and ensure due process is
followed, a quality assurance programme should be introduced. This
will provide a systematic monitoring and evaluation process at the
various stages and approvals required to successfully complete a S38
agreement.

To ensure the fees received are realistic and fully cover the cost of the
service provided, individual trading accounts should be introduced for
the higher value jobs. This would include charging time against each
project. Currently the section cannot demonstrate whether fees
charged reflect the true cost of the work carried out i.e. break even.

Regular management reporting should be introduced so that
management can monitor overall service performance and address
any significant issues that may need escalating on a timely basis i.e.
agreements where developers are not undertaking remedial work
promptly, quality standards are not achieved leading to re-inspections
or lengthy delays in completing a S38 Agreement (4 current files
reviewed during the audit were up to 10 years old). To facilitate this a
set of S38 agreement performance indicators should be developed and
periodically reported on. These should feed into the LPAR process to
demonstrate how the S38 Team provides a cost effective service and
meet the needs of their customers and communities.

2.3 The Head of Highway Network Management has provided a point-by-point
update of progress in implementing each of the recommendations is also
provided (see Appendix 2).

2.4  The audit report, management responses and updates on progress are
submitted for Members consideration.

2.5 The Head of Highway Network Management will be attending the meeting to
answer any questions that Members may have.

Alternative Options

Not Applicable.
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Internal Audit reports identifying significant risk or ‘of concern’:
SECTION 38 AGREEMENT

AUDIT COMMITTEE Date: 23 November 2010

Risk Management
Financial and Procurement Implications

There are no direct financial implications arising from this report however the
detailed audit report addresses the suitability of internal controls within the
systems examined.

Legal/Human Rights Implications

Internal Audit is a statutory requirement of the Accounts and Audit Regulations
2006. The Internal Audit service also provides assurance to the Director of
Finance regarding the requirements of Section 151 of the Local Government Act
1972.

Links to Corporate Plans and Policies (in particular to Swindon 2010 Promises)

Effective systems of internal control within the Council will help to ensure that the
objectives set out in the Corporate Plan and Swindon 2010 are achieved.

Consultees

The Director of Finance (Section 151 Officer) and the Director of Law and Democratic
Services (Monitoring Officer) are consulted on all reports.

Various other officers — as listed in the attached audit report (see Appendix 1)
Appendices / Background papers
Appendix 1 — Internal Audit Report: Section 38 Agreements

Appendix 2 — Update on individual Internal Audit recommendations

Key Decision/Decision in Forward Plan
Not Applicable
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1

1.1

1.2

1.3

1.4

1.5

1.6

1.7

Executive Summary

This review was undertaken as part of Internal Audit's annual plan for 2010/11 in
order to provide assurance to the Director of Planning and Transport that the risk
and control environment around S38 Agreements work is effectively managed and
delivered in accordance with the Highways Act 1980.

Section 38 (S38) Agreements is the statutory service provided for under the
Highways Act 1980 Section 38. These agreements allow for roads built by
developers, as part of a development on private land, to be adopted and maintained
by the relevant local authority. Developers do not have to offer roads for adoption,
but if they wish to do so they must enter into a S38 Agreement. Such agreements
are legally binding.

All work is undertaken at the developers expense but the agreement sets out the
agreed location and standards the road(s) need to be constructed to. This is
achieved by including, as part of the agreement, approved technical
drawings/specifications.

It is only in the last year or so that the service has returned fully in-house after a
period when it was out sourced to a partner organisation. The audit found that the
approach to S38 work was very task focussed i.e. managing individual agreements.
In doing this the staff showed considerable knowledge of the process and individual
agreements.

However, there was an absence of formalised management controls for the S38
service, although this does not appear to have compromised the statutory service
provision. These included the absence of:

e Monitoring the cost of the service.
¢ Regular, formal management information.
¢ Quality assurance activity.

e Setting and monitoring performance indicators.

S38 Agreements are important in ensuring the Council adopts suitably constructed
roads to ensure future maintenance costs are minimal. The process is therefore
deemed to be of medium materiality and impact. This combined with mitigating
controls concerning identified risks deemed satisfactory, gives an overall risk
assessment to the Council of moderate.

The main recommendations from the audit work to improve the risk and control
environment are:

¢ To maintain the quality of record keeping and ensure due process is followed, a
S38 quality assurance programme should be introduced. This will provide a
systematic monitoring and evaluation process at the various stages and
approvals required to successfully complete a S38 agreement.

15/11/2010
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o To ensure the fees received are realistic and fully cover the cost of the service
provided, individual trading accounts should be introduced for the higher value
jobs. This would include charging time against each project. Currently the
section cannot demonstrate whether fees charged reflect the true cost of the
work carried out i.e. break even.

¢ Regular management reporting should be introduced so that management can
monitor overall service performance and address any significant issues that may
need escalating on a timely basis i.e. agreements where developers are not
undertaking remedial work promptly, quality standards are not achieved leading
to re-inspections or lengthy delays in completing a S38 Agreement (4 current
files reviewed during the audit were up to 10 years old). To facilitate this a set of
S38 agreement performance indicators should be developed and periodically
reported on. These should feed into the LPAR process to demonstrate how the
S38 Team provides a cost effective service and meet the needs of their
customers and communities.

15/11/2010 Swindon Internal Audit Services
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2

2.1

2.2

2.3

24

2.5

2.6

3.1

3.2

Introduction

This review was undertaken as part of Internal Audit's annual plan for 2010/11 in
order to provide assurance to the Director of Planning and Transport that the risk
and control environment around S38 Agreements work is effectively managed and
delivered in accordance with the Highways Act 1980.

The Council’'s S38 service has had staffing issues in recent years with difficulty in
recruiting suitable experienced and qualified staff and having no manager for a
while. This lead to work being out sourced to partner organisations, mainly Halcrow.
It is only in the last year or so that the in-house position has stabilised with the
appointment of a Transport Development Manager and support staff to deliver the
S38 service.

At the time of the audit there were 89 formal S38 agreements in place, together with
another 119 awaiting final agreement or in progress. Total income received in
2009/10 financial year was approximately £425k.

S38 activity is triggered as part of the planning application process. The developer is
contacted (unless they have already contacted Swindon Borough Council) with a
view to entering into a S38 agreement. If they wish to have a S38 Agreement, a fee
is calculated based on the size of the development and agreed with the developer.

The developer is responsible for producing a set of technical drawings and
specifications for the road proposed to be adopted under a section 38 agreement.
Subject to Council approval, the developer builds the road(s) at their own expense
and to the agreed standard. During road construction there are several staged
inspections to ensure works are delivered as agreed i.e. at Part 1, Part 2 and Final
stage. Between Part 2 and the Final certificate stage there is a 12-month
maintenance period during which time the developer is responsible for maintaining
the road. On satisfactory completion of the 12-month period the Final Certificate is
issued. At this point, the road(s) is formally adopted and responsibility for
conducting and funding future maintenance is passed to the Council with the road
added to the Highways Asset Management Register.

The Council’s costs of operating the S38 service are recovered through the fees
charged. The service must break even as minimum requirement.

Approach

Managers determine the extent of internal control in their systems and are
responsible for providing an environment that ensures that resources are properly
applied, value for money is secured, fraud and other losses prevented, and the
Council’s Financial Regulations are complied with.

Internal Audit, as a service to the Directorate and the Council as a whole, contributes
to internal control by examining and evaluating its adequacy and effectiveness. The

15/11/2010 5 Swindon Internal Audit Services
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3.3

3.4

41

auditor’s responsibility is to form an independent opinion, based on the audit work
undertaken, on the reliability of the systems of internal control, risk management and
governance, reviewed and report this to the Director of Planning and Transport and
to other relevant Managers.

In accordance with best practice, a risk-based approach was adopted that identified
the key risks to the business objectives and those mitigating actions/controls that
should be in place. The auditor then assessed the effectiveness of the mitigating
controls through examination of relevant documents, procedures and detailed
testing.

The appropriate managers and senior staff in Transport Development were
consulted during the course of the review and examination and testing of relevant
documentation and procedures took place within departments.

Risk Areas Examined

The key risks to the achievement of the business objectives were discussed and
agreed with the Director of Planning and Transport before the commencement of the
audit. The table below summarises the Risk Areas examined during the review and
provides an assessment of the adequacy of the mitigating controls in place for each
area of risk examined:

Risk Area Examined

Audit Conclusion re
mitigating controls

e S38 Agreements, technical specifications and inspections are

not satisfactorily completed. Unfit roads are adopted and the Satisfactory

Council exposed to unnecessary road maintenance
responsibilities and budget pressures.

e S38 income is not identified, charged, banked or accounted

Satisfactor
for in accordance with the Council’s Financial Regulations. y
e S38 Agreements are not monitored, managed and delivered Significant
in an efficient, effective and cost effective manner. Service improvements
performance is poor and the service is operated at a loss. required

5 Overall Opinion

5.1

Materiality and impact: Medium. The work undertaken by the S38 Team is
important to ensure roads are constructed to the Council’'s requirements and are fit
for purpose; the cost and upkeep are the developers’ responsibility until adoption.
Once adopted it is Swindon Borough Council’s responsibility, inline with Code of
Practice for Highway Maintenance Management. The fees charged are intended to
cover Swindon Borough Council’s costs in providing the S38 Agreement service e.g.
reviewing, commenting and agreed technical drawings, performing inspections and

15/11/2010 6 Swindon Internal Audit Services
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52

5.3

issuing certificates. Last year, 2009/10, total fees received were approximately
£400k.

Opinion on system controls: Satisfactory (see Appendix A) i.e. the auditor
completing the review concluded that most of the significant controls are in place
and operating satisfactorily although some non-compliance was identified and
therefore there is scope for improvement.

Overall assessment of risk: the combination of the medium impact of the system,
along with the opinion on the system controls gives an overall risk assessment to the
Council as being moderate:

MATERIALITY AND IMPACT

SYSTEM CONTROL High Medium Low

High standard Moderate Minimal Minimal

Satisfactory Moderate Minimal

Significant Improvements

Of Concern Moderate Moderate

required

Fundamental weaknesses

identified Of Concern Moderate

5.4

The following recommendations should be implemented in order to achieve the
improvements required:

To maintain the quality of record keeping and ensure due process is followed, a
quality assurance programme should be introduced. This will provide a
systematic monitoring and evaluation process at the various stages and
approvals required to successfully complete a S38 agreement.

To ensure the fees received are realistic and fully cover the cost of the service
provided, individual trading accounts should be introduced for the higher value
jobs. This would include charging time against each project. Currently the
section cannot demonstrate whether fees charged reflect the true cost of the
work carried out i.e. break even.

Regular management reporting should be introduced so that management can
monitor overall service performance and address any significant issues that may
need escalating on a timely basis i.e. agreements where developers are not
undertaking remedial work promptly, quality standards are not achieved leading
to re-inspections or lengthy delays in completing a S38 Agreement (4 current
files reviewed during the audit were up to 10 years old). To facilitate this a set of
S38 agreement performance indicators should be developed and periodically
reported on. These should feed into the LPAR process to demonstrate how the

15/11/2010
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S38 Team provides a cost effective service and meet the needs of their
customers and communities.

5.5 Management’s response to the Internal Audit recommendations is included in the
action plan at section 8 of the report on completion of the audit.

5.6 All of the matters arising are detailed in the action plan, together with suitable
recommendations, together with an indication as to whether the matters arising are
of a high, medium or low priority. The action plan provides a checklist of the findings
of the review, potential consequences, and identifies officers responsible for
implementing the recommendations and appropriate time-scales.

6 Secure Procedures

6.1 It was noted that the following secure procedures are now an integral part of the S38
Agreements system:

e The Team is very tasked focussed on individual agreement work and have a
high degree of understanding and awareness of S38 Agreements.

e Based on the evidence seen from the cases tested the raising and collection of
fees was satisfactory.

e From the cases tested the use of the Agreement Co-ordination (used to monitor
the key stages of the process), budget code allocation and fees spreadsheets
was satisfactory.

e All files seen had the file checklist in place and it was evident that it was being
used.

e There have been no significant insurance claims following adoption of new
highways.

7 Acknowledgement

7.1. Internal Audit would like to acknowledge and thank the following Officers who
contributed to the review:

Name Job title
Claire Cornelius Transport Development Manager
Dave Weston S38 and Highways Agreement Technician
Gwillam Lloyd Head of Highway Network Management
Mike Witts Deputy Group Finance Manager (ER&C)
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Section 8: Action Plan

The purpose of this action plan is to provide a summary of the matters arising during the audit of S38 Agreements together with the recommendations to mitigate
risks, the manager’s response to the recommendations, along with the officer responsible and timescale for implementation. In order for you to identify the most
significant matters arising, which affect the reliance that can be placed on the controls reviewed, the recommendations have been prioritised.

. Responsible
- Recommendations :
Ref. Finding Priority (High/Medium/Low) Officer and Management Response

Timescale

1 Risk: S38 agreements, technical specifications and inspections are not satisfactorily completed. Unfit roads are adopted and the Council
exposed to unnecessary road maintenance responsibilities and budget pressures.

1.1 | Evidence of Sign Offs

Gt ebed

Prior to the issue of the various certificates All sign offs for Part 1 and 2 and Final Transport Recommendation agreed.

involved in the S38 process (Part 1, 2 and Final), | certificates to be obtained and filed/stapled Development | This recommendation will prove useful
inspections and approvals are required to ensure | together with a copy of the relevant Manager especially for anyone reviewing the file
standards are met and achieved at each stage. certificate. They should also be provided as who is unfamiliar with the project.

This includes other areas within the Council i.e. evidence to the person who authorises the October 2010

lighting, highways, parks, structures, drainage, certificate.

and traffic signals. For the Final certificate

evidence that Thames water is adopting the The quality assurance program mentioned in

sewers is required. 3.2 below, should included sign off stages as

This is to ensure that work is completed to the trigger points for reviews.

agreed and specified standard. Agreement is

needed before certificates can be issued. Priority: Medium

From the testing it was not possible to find all
sign offs/returns. The above applied to 4 files
reviewed. They were Agreement numbers 8115,
8128, 3041 and 2696.

If they are not received it may lead to certificates
being issued but with work outstanding. This
could become a cost to the Council, as the
developer would have a signed certificate
indicating they had achieved the standard for that
inspection.

15/11/2010 9 Swindon Internal Audit Services
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. Responsible
Ref. Finding Pri olfi‘:;?m&?&:mﬁ/i ow) Officer and Management Response
Timescale
1 Risk: S38 agreements, technical specifications and inspections are not satisfactorily completed. Unfit roads are adopted and the Council
exposed to unnecessary road maintenance responsibilities and budget pressures.
1.2 | Authorised Personnel
There was no list of authorised A list of all authorised signatories should be Transport Recommendation agreed.
personnel/specimen signatures or email produced; identifying the role that each play Development
addresses authorised to approve drawings, input | in the S38 process and setting out what they | Manager
from other council areas, inspections and can authorise. This should include specimen
certificates. signature/initials and email address. This list | October 2010
should be maintained and updated
The key phases covered here include: accordingly.
e Technical Approval (agreement to the
drawings/specifications). All forms/certificates (Part 1 and 2 and Final)

e Part 1 and 2 Certificates should include a line for the authorised officer

Q')U e Final Certificate to sign and print their name.

I . :

IS Whilst all certificates seen had been signed it Priority: Medium

@ was difficult to tell by whom, as they did not
include a printed name. Although all had a job
designation. One Part 2 certificate seen
(Agreement 8128) had a “pp” signature on behalf
of the Director of Transport.
Key documents may not have been authorised. If
issues about the quality of a road come to light
later the Council could find itself facing repairs if
an unfit road is adopted.

156/11/2010 10 Swindon Internal Audit Services
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. Responsible
- Recommendations :
Ref. Finding Priority (High/Medium/Low) Ofﬂcer and Management Response
Timescale
1 Risk: S38 agreements, technical specifications and inspections are not satisfactorily completed. Unfit roads are adopted and the Council
exposed to unnecessary road maintenance responsibilities and budget pressures.
1.3 | Planning Approval
Part of the S38 procedure includes checking that | The S38 file checklist should be updated to Transport Recommendation agreed.
planning permission had been granted. However | include a specific line stating that planning Development | Checks are currently performed but not
this action is not evidenced on the S38 file consent has been checked. Thereafter the Manager always evidenced.
checkilist. check that planning permission has been
granted should be evidenced through signing | October 2010
Unnecessary work and costs may be incurred if | and dating the checklist. The planning
planning permission is not granted prior to agreement number should also be recorded.
initiating a S38 agreement.
Priority: Low

5

QO

Q

®

N

\l
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Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Officer and Management Response
Timescale
1 Risk: S38 agreements, technical specifications and inspections are not satisfactorily completed. Unfit roads are adopted and the Council
exposed to unnecessary road maintenance responsibilities and budget pressures.
1.4 | Spreadsheets
The S38 Team use several spreadsheets to track | Evaluate whether tracking S38 agreements, Transport Recommendation agreed.
the progress of all agreements, one for budget fees and budget information can be more Development | CAPS is still being fully developed for
code allocation and another for fees. One person | effectively recorded on the service IT Manager the highways module and the full extent
builds these and the section may find it difficult to | management information system, CAPS of its capabilities are being investigated.
maintain if that person left. Uniform. July 2012 It is likely that it has the potential to
replace the role of S38 spreadsheets
Following the above, if the spreadsheets are but will require further officer time to
still required they should be assessed as to develop and funding.
how critical they are to the business process
being managed, in this case the S38 process.
Q')U Based on this a decision should be made as
< to if they need to be tested and documented.
N
oo

Going forward, new spreadsheet
development should be risk assessed as to
the importance to the Team’s work and how
complex they will be e.g. use of formulas,
filters, macros etc. Depending on the result
the level of testing and documentation should
be agreed, to ensure they work as anticipated
and can be supported in the future.
Spreadsheets identified as high risk should
be formally tested and documented and the
evidence of testing retained.

Priority: Low

15/11/2010
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. Responsible
o Recommendations ;
Ref. Finding Priority (High/Medium/Low) Ofﬂcer and Management Response
Timescale
1 Risk: S38 agreements, technical specifications and inspections are not satisfactorily completed. Unfit roads are adopted and the Council
exposed to unnecessary road maintenance responsibilities and budget pressures.
1.5 | File Structure
There is no standard file structure for the S38 Introduce a standard file structure and Transport Recommendation agreed.
paper files maintained. This makes it difficult to indexing system to be used. Suggested Development
identify and find important documentation on sections to be included would be fees, legal, | Manager
each file. technical approvals, inspections and
certificates. November
Key evidence may be lost or mislaid. 2010
Priority: Low

-
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. Responsible
Ref. Finding Pri o?ﬁ;?g&?&:ﬁﬁﬁi ow) Officer and Management Response
Timescale
2 Risk: S38 income is not identified, charged, banked or accounted for in accordance with the Council’s Financial Regulations.
2.1 | Calculation of Fees
All files examined had evidence of fees being All fee calculations to be printed and signed Transport Recommendation agreed.
calculated and applied. However, there was no by the person who produced it. For projects Development
evidence of who had undertaken this or of any where the estimated cost of works exceeds Manager
secondary check to ensure they were correct. £500k they should be checked and
authorised by a second person. They should | October 2010
Fees may be incorrectly charged leading to a then be filed in the fees section of the file.
loss of income to the authority.
The fee calculation sheet should be
maintained along with all the evidence that
the fees have been received as the case
progresses.
®
<Q Priority: Medium
3
15/11/2010 14
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Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Ofﬂcer and Management Response
Timescale
2 Risk: S38 income is not identified, charged, banked or accounted for in accordance with the Council’s Financial Regulations.
2.2 | Benchmarking
Benchmarking of the fees applied is undertaken, | Besides benchmarking fees the following Transport Recommendation agreed.
the last time was in Oct 2008, however there is other areas should be considered: Development | We currently participate in sharing S38
nothing covering other aspects of service and o Staffing levels Manager information with other highway
performance such as staffing levels, e Qualifications and experience authorities in the South West. At
qualifications, time taken per S38 Agreement and | ¢  Average length of time taken to complete | April 2011 present none of the authorities we liaise
quality of product. up to adoption with have indicated they collate this type
‘ o e Average length of S38 agreements of information.
Best practice and efficiencies may not be e Relationship management between Local
identified. Authorities and developers Setting up the comprehensive
e Poor developer behaviour, can further benchmarking suggested will require
fees be charged other authorities cooperation and
g e Use of external consultants resources.
® , o
o This will ensure the Council adopts best We will endeavour to lead in this area of

practice.

Priority: Medium

benchmarking.

15/11/2010 15
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Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Officer and Management Response
Timescale
3 Risk: S38 agreements are not monitored, managed or delivered in an efficient, effective and cost effective manner. Service performance is poor
and the service operating at a loss.
3.1 | Management Information
The Team does not produce formal, regular Regular management information to be Transport Recommendation agreed.
management information, nor have they been developed. It should be issued and reviewed | Development
asked to, on S38 work or issues. They may be regularly and include: Manager
occasionally asked for ad hoc information or to e Reporting on performance indicators with
respond to inquiries from officers or members. reasons for variations. November
e Agreements still current after 3 years 2010
Management may be unaware of workload and along with management action/reasons.
significant issues and not able to make informed | « |ssues with developers’ e.g. poor
business decisions. responses to request to undertake
remedial action, refusal to take actions.
g_;U e Budget position together with income
S received/expected
0
N

This will enable performance, especially of
developers, to be managed more effectively.

The CAPS system is used to record most
aspects of a S38 Agreement as work
progresses. It should be ascertained if
queries can be written to produce the
management information required. This will
ensure the information can be quickly and
efficiently produced.

Furthermore the reporting process and
performance indicators should be integrated
into the Local Performance Action Review
process.

Priority: High

15/11/2010
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Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Officer and Management Response
Timescale
3 Risk: S38 agreements are not monitored, managed or delivered in an efficient, effective and cost effective manner. Service performance is poor
and the service operating at a loss.
3.2 | Quality Assurance
There is no quality assurance (QA) activity An evidenced based Quality Assurance (QA) | Transport Recommendation Agreed
undertaken, either by peers level or system should be introduced. At key trigger Development | Agree to file review at critical stages by
management, to ensure the quality and accuracy | points in the S38 process QA should be Manager senior officer.
of work undertaken on a S38 Agreement. The undertaken:
work and recording of information is down to the | ¢ Technical Approval. October 2010
officer allocated the case. See also the earlier e Part 1 certificate.
findings report at 1.3 and 1.6 in this section. e Part 2 certificate.
e Final certificate.
Key activity may not take place or relevant e Hand over to Asset Management on
information/evidence logged leading to disputes adoption.
Q')U and financial costs for the Council.
% Each S38 file should be reviewed to ensure
% everything has occurred and is on file before

issue of any authorised documentation
appropriate at each trigger stage. This activity
should be evidenced on the checklist.

This will provide a systematic monitoring and
evaluation process at the various stages and
approvals required to successfully complete a
S38 agreement

Priority: High

15/11/2010 17

Swindon Internal Audit Services




Final Internal Audit Report — Section 38 Agreements

Recommendations

Responsible

Ref. Finding Priority (High/Medium/Low) Officer and Management Response
Timescale
3 Risk: S38 agreements are not monitored, managed or delivered in an efficient, effective and cost effective manner. Service performance is poor
and the service operating at a loss.
3.3 | Performance Indicators
There are no performance indicators set for the Develop a set of performance indicators. Transport Recommendation agreed.
S38 work by Management. A comment made to | They could include: Development | In relation to commentary on rework by
Audit, by the Transport Development Manager, ¢ length of time taken for various stages to | Manager developers then this has already been
was that the Team have to carry out rework and complete e.g. to give Technical Approval, identified by the team as an issue. As a
chase up of developers especially to ensure issue part 1 and 2 certificates, November result adjustments to our model legal
remedial work is completed promptly. This will e number of times remedial action 2010 agreements are taking place to ensure
obviously have time and cost implications, but requested, that poor developer performance i.e.
without indicators in place and management hours spent per agreement, excessive inspections, repeated
information being available, this statement and its costs of work per agreement etc. remedial requests are covered by an
implications cannot be proved. o fees to be collected per quarter. additional cost passed on to the
Q')U Developer. It is anticipated that this will
< The Council may be incurring unnecessary cost | These should be reviewed in light of encourage t.he Developer to undertake
o and the service may not be financially viable. benchmarking exercises. their duties in a more timely fashion or
B at least not incur the Council

Priority: High

unnecessary costs.

15/11/2010
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. Responsible
Ref. Finding Pri olfi‘:;?m&?&:mﬁi ow) Officer and Management Response
Timescale
3 Risk: S38 agreements are not monitored, managed or delivered in an efficient, effective and cost effective manner. Service performance is poor
and the service operating at a loss.
3.4 | Costs
The income received from S38 work can be For work-incurring fees say over £40k (i.e. Transport Recommendation noted.
easily identified but the cost of providing the work | the minimum fee charged for a project Development | As this recommendation is likely to have
undertaken by the Council cannot. This is estimated to cost £0.5m), the S38 Team Manager a number of resource implications it is
because S38 activity is not run on a project basis | should allocate time (hours by officer/service proposed to test a sample of
and the staff hours are not costed and reconciled | area) budgets for larger pieces of work and January - agreements to closely examine whether
against the income received. record their actual time. The time costs December the fees cover the level of officer input.
should be reconciled against income 2011 This will need to undertaken over the
Whilst the fees charged are benchmarked the received. Effectively creating individual course of several agreements, which
Team do not know if they are an accurate trading accounts for such pieces of work. may take time to complete to enable an
reflection of their time costs. This could lead to a accurate representation to be
Q')U risk that the service provided could actually be Work under the agreed level should have an considered.
<Q costing the Council money and not breaking overall resource budget set for the financial
o even. year and record time used against this, then Internal Audit Comment
o compare it to income received. Agree to the trial assessment and
review of the results over the period
Depending on the results the fees charged suggested. The Transport Development
might need to be amended. Manager should ensure that whatever
process goes forward following the trial
Priority: High it should demonstrate financial break
even of service provided.
156/11/2010 19 Swindon Internal Audit Services
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APPENDIX A

Standard Audit Opinions

1. The audit opinion is based on two different criteria the first is the materiality of
the system and it's impact on the Council if there was a system failure. This
has been spilt into High, Medium or Low.

2. The second criteria, is the standard of control found within the system audited.
This has been categorised into 4 different levels i.e. high; satisfactory;
significant improvements required and, fundamental weakness. Each of these
categories has a standard opinion (see below).

Standard Audit Opinions on System Control

Audit Opinion 1. High Standard

The auditor completing the review concluded the significant system controls are
in place and operating effectively and only minor recommendations have been
made.

Audit Opinion 2. Satisfactory Standard

The auditor completing the review concluded that most of the significant controls
are in place and operating satisfactorily although some non-compliance was
identified and therefore there is scope for improvement.

Audit Opinion 3. Significant Improvements Required

The auditor completing the review concluded that existing procedures needed to
be improved to ensure that they are fully reliable. A number of significant
recommendations have been made to improve missing or failing controls.

Audit Opinion 4. Fundamental Weaknesses Identified

The auditor completing the review concluded that the matters arising from the
review are sufficiently significant to place doubt on the reliability of the
procedures reviewed. Implementation of the recommendations made is a priority
to ensure that reliance can be placed on the system.

3. The combination of these two factors gives an overall risk assessment to the
Council of one of four scores i.e. significant, of concern, moderate or minimal
(see section 4 of the main report).

15/11/2010 Swindon Internal Audit Services
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Agenda ltem 7

Accounting Policies
AUDIT COMMITTEE Date: 23" November 2010

Author: Director of Finance
Wards Affected: All

Purpose
e To consider an overview of the accounting policies that underpins the Council’s
annual statement of accounts.

Recommendations

The Audit Committee is asked to:

¢ Note the content of this report

e Formally approve the accounting policies of Council as they stand,

e Consider if any accounting policy area requires more individual review in a future
report.

1. Reasons

1.1 The Audit Committee is responsible for the approval of the annual accounts
and should consider the policies for approval before the accounts are closed
and presented to them.

2. Accounting Policy Framework

2.1 The Code of Practice on Local Authority Accounting, defines accounting
policies as “the specific principles, bases, conventions, rules and practices
applied by an entity in preparing and presenting financial statements.” Some of
these are prescriptive in their nature by accounting standards, whilst others
allow for some local variation. For example, assets such as buildings might fall
within one pre-defined classification (e.g. operational) but the way in which the
asset is then depreciated is a local choice as long as reasonable.

2.2 Where the Code does not specifically apply to any transaction then it is the
responsibility of management to apply its judgement in applying accounting
policies that are:

i.)  Relevant to the decision-making needs of users, and
ii.)  Reliable, in that the financial statements:
a) Represent faithfully the financial position, financial performance and cash
flows of the entity,
b) Reflect the economic substance of transactions, other events and
conditions and not merely the legal form,
c) Are neutral, i.e. free from bias
d) Are prudent, and
e) Are complete in all material respects. (The Code 3.3.2.9, page 40)

Further information on the subject of this report can be obtained from Darren Stevens
on Direct Dial No.3323 or Email dstevens@swindon.gov.uk.
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AUDIT COMMITTEE Date: 23" November 2010

2.3 The Council’'s accounting policies are the result of both an evolutionary and
revolutionary process. Historically there has been a gradual year-on-year
change to specific policies to keep abreast of changes to accounting standards.
It has generally been the case that the Authority’s accounting policies have only
been updated when required by wider accounting standards.

2.4 For 2010/11 there is a much more revolutionary process underway in the form
of International Financial Reporting Standards (IFRS) as reported to Audit
Committee previously. This change in focus (from national Financial Reporting
Standards (FRSs) and Statements of Standard Accounting Practice (SSAPs))
means that 2010/11 is seeing more refinements, and updates, to more
accounting policies, than for many years.

3. Accounting Policies

3.1 Please refer to the accounting policies’ detail in Appendix 1, extracted from the
09/10 statement of accounts. The Appendix gives a brief overview of the
purpose of the accounting policies and how the IFRS transition is affecting it.

3.2 As a significant transition year, the final wording of the updated policies for
2011/11, and how they will sit in the new statement of accounts document,
remains in progress. The document, and any area identified by Committee for
more detailed review, will be brought to a future meeting before year-end.

Alternative Options

. Not applicable.

Risk Management

Financial and Procurement Implications
e The accounting policies are the framework over which the Statement of Accounts
are pieced together.

Legal / Human Rights Implications
e There are no Legal/Human Rights issues.

Links to Corporate Plans and Policies (in particular to Swindon 2010 Promises)
e None.

Consultees
e None

Background Papers and Appendices

e Appendix 1 — Accounting Policy Overview

e Audit Committee Report of 21%' September 2010 — Item 7, Appendix 1
e Audit Committee Report of 20" April 2010 — Item 7

Further information on the subject of this report can be obtained from Darren Stevens
on Direct Dial No.3323 or Email dstevens@swindon.gov.uk.
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Appendix 1: Accounting Policies

| ACCOUNTING POLICIES | [ PURPOSE OF POLICY | | IFRS IMPACT |

[ Accounting Standards |

The accounting policies of the Council are set out over the following pages. The
accounts are prepared in accordance with the Code of Practice on Local Authority
Accounting in the United Kingdom 2008: A Statement of Recommended Practice (SORP)
issued by the Chartered Institute of Public Finance and Accountancy (CIPFA), and also
with relevant Statements of Standard Accounting Practice (SSAP) and Financial
Reporting Standards (FRSs) that apply to Local Authorities.

The net cost of services within the Income & Expenditure Account has been prepared in
accordance with the CIPFA Best Value Accounting Code of Practice (BVACOP), and the
Council's borrowing strategy complies with the CIPFA Code of Practice on Treasury
Management.

Three key accounting concepts are followed within these accounts:
. Accruals

Whereby transactions are recorded in the period in which they occurred, not necessarily

when a payment was made. The overarching accounting

standards are the 'bread and
butter' principles that underlies
the financial policies. They are a
common set of concepts that
are fundamental to any set of
accounts.

. Going Concern References will change to
relevant Code and International
Standards but the basic

principles will remain the same.

The authority has prepared its accounts on the assumption that it will continue in
operational existence for the foreseeable future.

. Primacy of Legislation

Accounting concepts in the above standards may not apply in all cases, to the degree
that treatment is stipulated in law. “It is a fundamental principle of local authority
accounting that, where specific legislative requirements and accounting principles
conflict, legislative requirements shall apply.” (SORP2008.)

In any area where the above standards have not been followed, an explanation will be
given in the notes to the accounts.

Estimation techniques are methods adopted by the authority to arrive at an estimated
value to ensure completeness of balances in the accounts. They are specifically used in
the apportionment of support service costs, but could be used in other areas in the
absence of known actual values.

There are also qualitative aspects to financial information and the areas of relevance,
reliability, comparability, understandability and materiality are considered in the
accounting treatment of transactions.

[ Valuation of Fixed Assets |

All expenditure on the acquisition, creation or enhancement of fixed assets has been

o ; No impact on what can be
capitalised on an accruals basis.

capitalised or need for a formal
valuation certificate but new
requirement to apply a
component aspect to assets i.e.

To identify the class of
The current asset values used in the accounts at 31st March 2010 are based on a formal | expenditure that is capitalised
valuation certificate issued. The sources of information and assumptions made in |(added to fixed assets) and who

producing the various valuations are set out in the valuation certificate and report. The provides the valuation :

. o . i each main part of an asset (e.g.
current asset values used in the accounts are based upon a certificate issued by the certificate - the formal roof, wall structure etc) with
Council's Director of Property and Assets as at 1 April 2009. document that provides e X

assurance on the carrying different life spans should be
Financial year 2009/10 was the fifth year of a 5-year rolling programme of asset values of assets. accounted for separately for

depreciation purposes. This is

revaluations. The de minimis level applied is £10,000. All valuations have been carried _ e
subject to materiality.

out by the Council’s valuers, who are RICS qualified.

Their bases for valuation are as follows:

Type of Asset - Basis of Valuation

Council Dwellings - Existing Use Value — Social Housing
Other Land and Buildings:

Operat!onal - Net current replgcement cost, using e|tljer the existing use value or the valuation method that is applied valuation method mpact where
depreciated replacement cost (includes plant and machinery) assets are reclassified under
. to the relevant type of asset. L

Non-Operational - Open market value more specific type.
Infrastructure - Historic cost (where known)

Vehicles, Plant & Equipment - Current written down value
Community Assets - Historic cost (where known)

This indicates the type of There will be some asset

[ Intangible Assets

Intangible assets, mainly software licenses, are considered annually against capital
materiality and the impact of non-inclusion on the balance sheet position. No intangible
assets have been identified.

To state the position in respect

of intangible assets. None directly.
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ACCOUNTING POLICIES

PURPOSE OF POLICY

IFRS IMPACT

Financial Instruments

Investments have been valued at fair value through profit or loss using bid-market price
information supplied by Investec or supplemented by reputable sources when not
available. Standard market conventions have been used to calculate accrued interest due

on securities.

All realised and unrealised gains and losses, interest and other items of income and
expense associated with financial assets and liabilities are taken to the Income and

Expenditure Account.

As a bad debt provision is made on aged trade debtors, which are typically not of material
value in total, impairment has not been undertaken through the accounts. Trade debtors
and creditors themselves are shown at fair value within the accounts.

Further information on financial instruments can be found in note 24 of the accounts.

To provide information on the
way in which financial
instrument transactions are
processed through the financial
accounts.

The introduction of financial
instruments accounting
standards for local government
in 2008/09 was a preclude to
the IFRS agenda and will only
be impacted on if current IFRSs
are changed.

Depreciation of Assets

FRS 15 requires that all operational assets be depreciated, unless the depreciation
concerned is immaterial. Any asset not depreciated within the accounts is the subject of
a formal impairment review and, where there is reason to believe that its value has
changed materially during the accounting period, the valuation is adjusted. Examples of
events and changes in circumstances that could indicate a reduction in value may
include physical damage to a building or a decline in market value.

The Council uses the straight-line method of calculating depreciation on all its Fixed
Assets, with the exception of non-depreciable land, community assets, investment
properties and vehicles. Straight-line depreciation is the method in which the cost of an
asset is split equally over the period of its estimated useful life.

Depreciation is charged in the year of acquisition but not in the year of disposal.
Depreciation of assets is charged against relevant services to show the cost of their use
of assets in provision of the service. This depreciation charge is reversed out in the I&E

adjustment statement and subsequently has no impact on Council Tax levels.

Due to the Right-to-Buy scheme where the stock is reducing each year, it is more
appropriate for the Council to use the average value of the stock to calculate depreciation

on Council Dwellings (as below).

The following table summarises the estimated useful lives of the different asset classes:

Type of Asset - Useful Life
Council Dwellings - 70 years

Operational Assets - 20-70 years dependant on the assessed expected useful life

Infrastructure - 20 years

Plant, Equipment & ICT - Normally 5 years dependent on the assessed expected useful

life

Vehicles - Based on an annual valuation of each vehicle

To state the way in which
assets are depreciated.
Depreciation is the value
charged through revenue
(which is reversed back out) to
show the cost of holding/using
fixed assets.

No change in depreciation
requirement but may be impact
on annual values through new

requirement to split material
items into major components
and depreciate each component
separately.

This shows the basic life spans
assumed on the type of assets.
Assets are depreciated over
their relevant useful life.

None - any change in useful life
is a local decision as long as
reasonable.

Capital Receipts

Capital receipts are the monies received by the Council from the sale of land, buildings
and other assets. These are available, subject to Government restrictions, to finance
new capital schemes. The usable percentage for receipts arising from the sale of non-
HRA land and property was 100%. A receipt under £10k from disposal of fixed assets is
taken as revenue in line with the revaluation de minimis.

The Local Government Act 2003 introduced the principle of 'pooling' HRA capital receipts
with effect from 1 April 2004. Under this system, 75% of the capital receipt from the
disposal of a dwelling from the Right-to-Buy scheme must be paid over to Central
Government, with the remaining 25% being available to the Council to fund capital
expenditure. With regards to the disposal of HRA land and surplus assets, the local
authority can retain 100% of the capital receipt, providing the receipt is used to fund

affordable housing.

By definition income from the
sale of fixed assets are capital
receipts and should be used
only in the funding of new
capital expenditure. Within that
remit it is possible for
immaterial amounts to be taken
to revenue as the sold asset is
not a significant capital asset.
For ease, that value was
aligned with the capitalisation
de minis.

None directly.
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Appendix 1: Accounting Policies

ACCOUNTING POLICIES

PURPOSE OF POLICY

IFRS IMPACT |

Disposal of Assets

Surplus asset are revalued on identification and on their disposal their carrying value
(Gross Book Value less Accumulated Depreciation) is written out to the I&E account. Sale

proceeds from the disposal are also credited to the I&E to give a

disposal. These values are then transferred to the capital adjustment account via the
Statement of Movement on General Fund Balance. Associated costs of disposal are
contained within the net cost of services analysis, as part of apportioned central support

costs.

net profit or loss on

Explains how values are taken
out of the balance sheet when
assets are disposed of.

None directly.

Capitalisation

Per FRS15, interest costs in relation to a Capital Project which has a total projected
spend in excess of £25m, will be capitalised until the year in which the asset comes into
use. Individual contracts within the overall project value will be considered on a case-by-

case basis

Explains that the interest of
financing costs on long term
major capital projects will be
capitalised until the asset
comes in to use.

None directly.

Revenue Funded from Capital

There are certain costs of the authority that are classified as capital expenditure under
statute that do not result in the creation or enhancement of a council asset. These costs
are shown as revenue expenditure within the net cost of services but with a
compensatory reversal through the statement of movement on general fund balance to

capital accounts. This could include capital grants to third parties.

Explains that some spend on
assets that are not the Council's
(e.g. disabled facilities grants)
but which are funded by capital
under statute is shown through
the revenue account

None directly.

Redemption of Debt

Under the Prudential Code, local authorities are required to charge to their revenue

account a minimum revenue provision (MRP) for debt redemption.

applicable to 2007-08 and subsequent years replaced a detailed calculation based on 4%
of the capital financing requirement with a requirement that local authorities calculate an
amount of MRP that they consider to be prudent. One of the options the Prudential Code
for Capital Financing recommends is linking the MRP to the useful life of the asset that is
being funded. This is the approach the council has adopted for major capital schemes
from 2007/08 onwards. The Council also now defers charging MRP until the year after an

asset becomes operational, as allowed by the code.

Revised regulations

This details why/how the
Council needs to set aside
revenue funding to repay its
debt portfolio from borrowing.

None directly.

Premiums and Discounts

The 2007 SORP introduced a change in accounting policy with regard to premiums and
discounts whereby they were de-recognised and taken immediately to the Income and
Expenditure account, other than where considered part of a debt restructuring exercise.

The regulations and statutory guidance allow (or in the case of discounts require) any
premiums and discounts arising from 1 April 2007 that are required under the SORP to
be taken immediately to the Income and Expenditure account to be amortised to
Revenue over the various periods specified in the regulations/guidance or in the case of

premiums such shorter period as the authority may choose.

Explains the requirement that
any premium or discount on
borrowing costs should be
taken through the income and
expenditure account.

None directly.

Exceptional Items

In the normal course of service provision income and expenditure can be classified to
service streams or to corporate transactions. There are some situations that arise,
however, where transactions are relatively unique and although should form part of the
annual net cost of services would severely affect the usefulness and accuracy of year on
year comparison. Such events are taken as being exceptional items and shown

separately below service line but still within net cost of service totals.

This details that any non-routine
expenditure related to services
will be shown separately as an
exceptional item. Such an item

is usually so material that
inclusion in a service line would
distort the underlying routine
service costs.

None directly.
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| ACCOUNTING POLICIES | [ PURPOSE OF POLICY | | IFRS IMPACT |

| Leasing |
]

The Council leases many items such as vehicles, plant and equipment from finance
companies. Leases can be a finance lease, (one that transfers substantially the risks and
rewards of ownership of a fixed asset to a Lessee (i.e. the Council) and would appear as
an asset / liability on the balance sheet), or an operating lease, which are all other cases
and constitute a revenue payment.

Small changes in the underlying
IFRS leasing standards in
comparison to FRGSs have
resulted in substantial review

To explain how any leases work being undertaken and
entered into are classified. tightening down of lease
classification criteria. It is not

expected that there will be
material change to the accounts
For leases that are not considered finance leases, a classification as an operating lease at the end of the process.
is given. The Council also has a number of premises it makes available on a lease basis
as disclosed in note 18 to the financial statements.

The Authority classifies leases as per the requirements of SSAP 21 and FRS 5. For a
finance lease to be classified substantially all the risks and rewards relating to the leased
property should transfer to the Council, with the present value of the minimum lease
payments worth 90% or more of the fair value of the leased asset. In this assessment the
true substance of the transaction will also be considered.

| Value Added Tax (VAT)

Swindon Borough Council complies with the statutory requirements of the VAT Act 1994.
It seeks to maximise VAT recovery according to Section 33 of the Act, which includes | Explains the Councils position
Local Authorities and enables certain bodies to recover VAT on costs relating to non- on VAT.

business activities.

None directly.

[ Stocks and Work in Progress

Stocks are valued at the lower of cost or net realisable value as required by SSAP 9.
Work in Progress has been valued at the cost of labour, materials and other resources
used, including the appropriate apportionment of indirect costs and overheads but
excluding any profit.

States the valuation method for
stocks held and work in None directly.
progress.

| Debtors and Creditors (Accruals)

The Council's revenue and capital accounts are prepared on an accruals basis in
accordance with the accounting conventions of FRS18. This means that amounts due to
(debtors) or owed from (creditors) the Council in the financial year are accounted for
whether or not the cash payment has been made. Where final invoices are not available,

prudent estimates will be made in making debtor and creditor provisions. Explains how accruals (the
recording of
Where outstanding debtors are considered doubtful that they will be fully received, a income/expenditure to the .
e ] X - . . . None directly.
prudent bad debt provision is provided for, which reduces the level of income expected in | correct accounting period even
the accounts. if cash hasn't changed hands)

are applied to the accounts.

As part of the accrual process a de minimis level of £200 is applied to year-end service
accruals to reflect materiality thresholds. For cyclical periodic payments, such as utility
bills, the accounts aim to reflect a full twelve months in the accounting year, which may
not necessarily be April to March, but will reflect 12 months worth of costs.

| Pensions

Swindon Borough Council employees belong to one of two pension schemes:

. The Wiltshire Pension Fund, which is managed in accordance with the Local
Government Pension Scheme, or,
. The Teachers Pension Scheme. Indicates which pension
schemes the Council None directly.
Wiltshire County Council, on behalf of all the Local Authorities in Wiltshire, manages the employees belong to.

Wiltshire Pension Fund. The Council’s contribution to the Pension Fund has been
determined on the basis that contribution rates are set to meet 100% of the liabilities of
the Pension Fund over the longer term, in accordance with relevant Government
Regulations and the requirements of the Fund Actuary.
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| ACCOUNTING POLICIES | [ PURPOSE OF POLICY | | IFRS IMPACT |

[ Government Grants Deferred Account |

This account will be removed
from the balance sheet under
IFRS as grants will either be
taken in full to the capital
adjustment account or will be
recorded as creditors (if the
grant may need repaying) or as
receipts in advance (if there are
no repayment clauses).

The Code of Practice requires fixed assets to be included in the balance sheet at their Explains that grants used to
continuing value to the Council, even when grants or contributions have been received fund asset spend will be
towards their financing. This account is therefore credited with the amounts of grants released as income into the
and contributions used in financing of capital expenditure. Amounts are released under | revenue account on the same
the matching principal using the same lifespan as depreciation is calculated, thereby to basis as depreciation for the
offsetting depreciation charged to the revenue account, and are shown as credits to the relevant asset.
revenue account and debited out through the Statement of Movement on the General
Fund Balance.

[ Unapplied Grants and Contributions Account |

This account shows amounts received to support capital enhancements but which are
not yet applied to assets. Once applied to assets the contribution will be transferred to the ) ) under IFRS as per the
- K ) this account until they are
government grants deferred account. The contribution is applied when the asset X government grants deferred
X applied to assets.
becomes operational. account.

Indicates that grants are held in This account will be removed

[ Post Balance Sheet Events |

Explains the requirement for the
accounts to reflect any

significant event that happens
Where a significant event occurs after the balance sheet date, prior to the year-end | petween the 31 March and the

financial statements being authorised for publication, that has a bearing upon the date the accounts are
financial position of the Council at the 31 March, the accounts are adjusted with details of | authorised that has a bearing
the event set out in notes to the accounts. Significant non-adjusting events are also | on the financial position of the
disclosed (note 28). council

None directly.

| Landfill Allowance Trading Scheme (LATS)

The Waste and Emissions Trading Act 2003 placed a duty on waste disposal authorities
(WDA) to reduce the amount of biodegradable municipal waste deposited within landfill | Indicates that this scheme is in
sites. It also provides the legal framework for the LATS. The scheme allocates tradable | action and there is a required
landfill allowances to each WDA in England. way to account for it. The
market value of LATS has
The value of the LATS allowances has been determined based on the weighted average | however been defaulted to zero
cost of trading volumes to date, previously confirmed by DEFRA, and is taken as nil due as limited trading occurs.

to limited trading.

None directly.

[ Overheads

As recommended by the BVACOP, central support services’ costs have been fully
charged to other services and therefore appear within the net cost of services within the Explains that corporate
Income & Expenditure Account, as an expenditure item. Individual cost drivers have overheads are reapportioned
been identified for each support service, such as gross budget, floor space occupied, across all services to show a
number of payslips raised and number of transactions, and these have been used to 'total cost' of service.
allocate costs broadly in line with usage.

None directly.

[ Income Recognition

The Council receives income from many sources for a range of purposes, such as
statutory service provision, recreation charges, planning fees etc. In order that the
Council can account for this income correctly the following policy is adopted when key
income is recognised:

Income Source - Recognition

Government Formula Grant - The Council is notified by central government of its level of
grant due in the financial year. All income is budgeted for and recognised in the year it is
due to the Council.

Council Tax - Council Tax is typically collected from Borough taxpayers on a monthly
basis. The amount recognised in the I&E is the amount due to the Council for that
financial year. The amount is adjusted for in the balance sheet for any arrears, bad or
doubtful debts.

Other Government Specific Grants - Other government grants are given to the Council
for specific uses or projects. The terms of the individual projects will dictate the precise
requirements of the grant. However, if grant covers or spans more than one financial
year, only the amount of grant that has been spent in the reporting year will be recorded
as income, the remainder will be carried forward on an accruals basis.

Explains the major income
streams and when they are None directly.
shown in the revenue account.

Fees for Goods & Services - Income from fees and charges are recognised at the point
when goods or services are provided. Income received in one financial year relating to
goods / services being provided in the next financial year, will be carried forward under
the matching principle.

Developer Deposists & Capital Receipts - Monies received from developers and capital
receipts are recorded at the time that the contribution is received, but may be utilised at a
later date.
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| ACCOUNTING POLICIES | |

PURPOSE OF POLICY

IFRS IMPACT |

Collection Fund / Agency Arrangements

The Collection Fund is a separate account required through statute by billing authorities.
It presents the amounts collected as income and the amounts paid out as precepts to
precepting authorise (e.g. the Fire Authority). After changes in the accounting guidance,
the Council will be recording on an agency basis only the amounts that relate to its own
balances. Debtors / Creditors and other balances relating to preceptors are no longer
recorded on the Council’s balance sheet.

States how agency
arrangements are dealt with in
the council accounts.

None directly.

Provisions, Reserves and Conti

ngencies

. Provisions

Provisions are amounts set aside for losses or liabilities that are likely or certain to be
incurred in future periods and where the financial effect can be assessed with reasonable
accuracy. They are created by charging the revenue account and appear as charges
within the net cost of services in the Income and Expenditure Account.

. Reserves

Reserves are amounts set aside from the Council's General Reserves for specific
purposes that fall outside the definition of provisions. Transfers to and from reserves fall
outside the net cost of services and are shown within the Statement of Movement on the
General Fund Balance.

Certain reserves are kept to manage the accounting processes for tangible fixed assets
and retirement benefits and that do not represent usable resources for the council —
these reserves are highlighted in note 26.

. Contingencies

In planning and budgeting for future financial years the Council has taken the prudent
view to allow for contingencies. Such contingencies are to mitigate a range of risks of
unknown value, and therefore cannot constitute provisions. They are also not for specific
activities or events and therefore cannot constitute earmarked reserves. Contingencies
are only budgeted for within a single financial year, and any element remaining at year-
end would be reintegrated in to general reserves, unless satisfying criteria for transfer as
a provision or earmarked reserve.

. Insurance

To obtain insurance in the most cost effective manner, the Council has chosen to carry
“excesses” in respect of property and other insurances, subject to annual stop-loss limits.
A reserve has been created from the Council's internal funds with a view to covering
uninsured risks. In addition, the Council also has provisions for earlier years' claims from
which it will meet the cost of those claims, below the excess levels, that may arise in

This section details provisions,
reserves, contingencies and

insurance funding. Provisions
are required to be set up for

specific, known events whilst
reserve are set aside for less

sure events |.e. where it is
known that a cost will be
incurred but not necessarily
when or how much.

future years relating to incidents occurring since 2001/02.

None directly.
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ACCOUNTING POLICIES |

[ PURPOSE OF POLICY

IFRS IMPACT

Group Relationships

Swindon Borough Council, as sole shareholder and therefore parent organisation of
Thamesdown Transport Limited (TTL) and Swindon Commercial Services Limited
(SCSL), is required to produce group financial statements for the combined entities. In
collation of these accounts it is necessary that the accounting policies of the parent be
used for the Group as a whole. In the publication of the Group accounts it is also required
that UK GAAP be the accounting standards that are followed, and the SORP has

provided guidance to allow this.

The main accounting policies for Group Accounts are those given previously, adapted for
SORP interpretation of UK GAAP, with specific issues on consolidation disclosed below.

The accounting polices that the group statements follow are those of the Authority, and
the following have been the policy changes to align the subsidiary and parent

undertakings:

States the entities considered
as part of the group - those
other organisations that fall
under the Council's control -

and any area where accounting

None directly.

. Fixed Asset Depreciation / Valuation policies required separate
alignment.

The straight-line method of depreciation is used. Useful life of assets has been

considered as corresponding between parties. One new class of asset, namely buses, is

disclosed for the group statements, using a 10-15 year basis.

No other material policy adjustments are noted.

Accruals and transactions between the group entities have been removed from the group

statements using information from the subsidiary and authority records.

As per the SORP, notes to the group accounts are only included where material amounts

or details over the single entity accounts are witnessed.

| PFI (Private Finance Initiative) and Similar Arrangements

Until the 2009/10 change in accounting standards the Council's PFl scheme was
accounted for off-balance sheet as a revenue cost charged as incurred.

The result of the accounting changes mean that PFI contracts are considered to be
agreements to receive services, where the responsibility for making available the fixed
assets needed to provide the services passes to the PF| contractor. As the Council is
deemed to control the services that are provided under its PFl schemes and as
ownership of the fixed assets will pass to the council at the end of the contracts, the
council carries the fixed assets used under the contracts on the Balance Sheet.

The original recognition of these fixed assets was balanced by the recognition of a
finance lease liability for amounts due to the scheme operator to pay for the assets. For
the PFI schools, the balance sheet finance lease liability was written down by an initial
contribution of £10m, recognised at the latter of the payment being made or the assets
coming into use. In a departure from the SORP, lifecycle costs are recorded through
revenue as modelled, rather than carried forward as a payment in advance if renewal
works have not been undertaken. This ensures a consistent flow through revenue and
limits the impact of significant prepayment balances building up over the duration of the

contract.

Fixed assets recognised on the Balance Sheet are revalued and depreciated in the same
way as property, plant and equipment owned by the Council, and a valuation undertaken

on a rolling 5-year cycle.

The amounts payable to the PF| operators each year are analysed into five elements:
Fair value of the services received during the year — debited to the relevant service in the

Income and Expenditure Account

Finance cost — an interest charge of 13% on the outstanding Balance Sheet liability,
debited to Interest Payable and Similar Charges in the Income and Expenditure Account

Contingent rent — increases in the amount to be paid for the property arising during the
contract, debited to Interest Payable and Similar Charges in the Income and Expenditure

Account

Payment towards liability — applied to write down the Balance Sheet liability towards the

PFI operator

Lifecycle replacement costs — recognised as fixed assets on the Balance Sheet.

Though a change in policy requires restatement of prior period figures, there is no
change to the Council Tax requirement, as changes to the minimum revenue provision
are balanced out within the income and expenditure account, resulting in a net nil impact.

PFI remains the significant arrangement of this type but similar arrangements would be

accounted for along these lines if entered into.

To explain how assets that are
not the Council's are required to
be recorded on our balance
sheet under certain situations in
order to show to underlying
benefits gained. It specifically
focuses on PFI as the only
identified arrangement of this
sort.

This was an early adoption of
an IFRS requirement but may
ultimately include additional
items as more specific
classifications of other
underlying standards come in to
force.
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The Audit Commission is an independent watchdog,
driving economy, efficiency and effectiveness in local

public services to deliver better outcomes for everyone.

Our work across local government, health, housing,
community safety and fire and rescue services means
that we have a unique perspective. We promote value for
money for taxpayers, auditing the £200 billion spent by
11,000 local public bodies.

As a force for improvement, we work in partnership
to assess local public services and make practical
recommendations for promoting a better quality of life

for local people.
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Key messages

This report summarises my findings from the 2009/10

audit. My audit comprises two elements:

» the audit of your financial statements (pages 4 to 5);
and

= my assessment of your arrangements to achieve
value for money in your use of resources (pages 6
to 7).

| have reported only significant recommendations in

this report. The Council has accepted these

recommendations.

Audit opinion and financial statements

1 lissued an unqualified audit opinion on your financial statements for
2009/10, on 30 September 2010. My audit did not highlight any material
errors in the financial statements.

Value for money

2 lissued an unqualified conclusion on the Council's arrangements for
securing economy, efficiency and effectiveness in the use of its resources
(the value for money conclusion) on 30 September 2010.

Current and future challenges

Impact of the economic downturn

3 The downturn in the economy continues to impact adversely on Council
budgets. Reduced income from both revenue and capital sources have left

the Council with a budget gap of over £5 million in the current financial year
(2010/11) and potentially greater challenges beyond that.

4 Inresponse to the current situation the Council has started to reduce its
workforce and continues to look for innovative ways of delivering services
and reduce costs.
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Supporting Vulnerable people

5 The Council has decided that the provision of support to vulnerable
people is an area of significant risk. In a time of budget pressures, the
demand for these services continues to increase and this trend is expected
to continue in the future as people live longer and the population continues
to grow. The Council's responsibilities in relation to the health of its
population will increase as a result of the recently announced changes in
the local and national structural of the National Health Service.

The Spending Review

6 The Treasury announced the results of its Spending Review in
October 2010. This sets out the expected cuts to be delivered across the
public sector to help tackle the government budget deficit. The overall
decrease in local government budgets has been set at 28.4 per cent over
the next four years; the Council's initial projection for Swindon is that this
equates to a further £45 million of revenue savings each year, or about a
third of the current net budget.

7 Swindon Borough Council, like most other councils, needs to identify
how it can make the required savings while maintaining value for money in
the services it provides. In order to help achieve an appropriate balance
between these at times competing priorities, the Council's Medium Term
Financial strategy is fundamentally important.

Recommendation

R1 Members should continue to ensure that the Council's Medium Term
Financial Strategy and risk management processes are resilient in the
short and medium term to help the Council respond to the significant
challenges it faces.

Implementation of International Financial Reporting Standards (IFRS)

8 2010/11 is the first full year of accounting using the International
Financial Reporting Standards (IFRS). | am satisfied from my discussions to
date with officers that the Council is well prepared for this significant
change. Nevertheless it will be a significant challenge to produce fully
compliant Financial Statements for 2010/11.

Independence

9 | can confirm that the audit has been carried out in accordance with the
Audit Commission's policies on integrity, objectivity and independence.
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Financial statements and annual governance
statement

The Council’s financial statements and annual
governance statement are an important means by
which the Council accounts for its stewardship of
public funds.

| gave an unqualified opinion on the Council's 2009/10
financial statements on 30 September 2010, before the
statutory deadline.

Overall conclusion from the audit

Significant Issues arising from the audit.

10 Before giving my opinion | discussed a report (the Annual Governance
Report) with the audit committee, setting out the main issues arising from
my audit. These are summarised below.

11 The draft financial statements contained no material errors.

12 Six non-trivial errors were identified. Management decided not to amend
three of these errors as they were not material; these related to:

m non-accrued pension liabilities (£1.89 million);

m Private Finance Initiative life cycle costs (£353,000), and

m incorrect capitalisation of revenue spending (£100,000).

13 lissued an unqualified audit opinion on 30 September 2010 stating that
the 2009/10 financial statements give a true and fair view of the financial
position of the Council as at 31 March 2010 and its income and expenditure
for the year then ended.

Accounting practice and financial reporting
14 | considered the qualitative aspects of your financial reporting.

15 The most significant issue identified this year was that the cash flow
statement had not been prepared on a cash basis. This meant that
information in the cash flow statement did not provide a clear picture of the
cash movements in the financial statements. | concluded that this problem
did not fundamentally change the readers understanding of the Council's
financial position as a whole. | recommended that this issue should be
addressed during the preparation of next year's financial statements.
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16 In my Annual Governance Report dated September 2010 | made
several other recommendations to improve accounting practice or financial
reporting in future. Including the need to:

m provide evidence at the start of the 2010/11 audit to show all potential
service arrangements have been individually considered as part of the
requirements of implementing IFRS

m obtain Audit Committee approval of accounting policies each year
before adoption of the draft accounts.

m obtain related party transaction returns from all councillors in future to
ensure all such transactions are identified.

Significant weaknesses in internal control
17 The Council's financial systems are generally working well.

18 One weakness highlighted by my audit is that the Council does not
carry out any specific procedures to confirm the existence of assets once
these have been included in the fixed asset register. | was satisfied from the
testing carried out during the audit and the assurances brought forward from
previous audits that that this weakness did not lead to material loss or
mis-statement in 2009/10. Management have already accepted a
recommendation to introduce procedures to eliminate this weakness.
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Value for money

| considered whether the Council is managing and
using its money, time and people to deliver value for
money.

| assessed your performance against the criteria
specified by the Audit Commission and have reported
the outcome as the value for money (VFM) conclusion.

2009/10 use of resources assessments

19 At the end of May 2010, the Commission wrote to all chief executives to
inform them that following the government's announcement, work on the
Comprehensive Area Assessment (CAA) would cease with immediate
effect. Because of this, the Commission would no longer issue scores for its
use of resources assessments.

20 However, | am still required by the Code of Audit Practice to issue a
value for money conclusion. | have therefore used the results of the work
completed on the use of resources assessment up to the end of May to
inform my 2009/10 conclusion.

21 | report below the significant findings from this work.

VFM conclusion

22 | assessed your arrangements to achieve economy, efficiency and
effectiveness in your use of money, time and people against criteria
specified by the Audit Commission. The Audit Commission specifies each
year, which Key Lines of Enquiry (KLOE) are the relevant criteria for the
VFM conclusion at each type of audited body. My findings are summarised
in the table below.
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Criteria

Adequate

arrangements?

Managing finances

Planning for financial health Yes
Understanding costs and achieving Yes
efficiencies

Financial Reporting Yes

Governing the business

Commissioning and procurement Yes
Use of information Yes
Risk management and internal control Yes

Managing resources

Natural Resources Yes
Strategic asset management Yes
Workforce Yes

23 |issued an unqualified conclusion stating the Council had adequate
arrangements to secure economy, efficiency and effectiveness in its use of
resources.

Risk-based performance reviews

24 My fee plan for 2009/10 included proposed work in response to two
risks identified during my initial planning for the VFM conclusion. The risks
were related to the medium-term funding gap and the connecting
people-connecting places agenda. My work in response to these risks was
carried out as part of my overall use of resources review and | have not
issued separate reports for them.

Approach to local value for money work from 2010/11

25 Given the scale of pressures facing public bodies in the current
economic climate, the Audit Commission has been reviewing its work
programme for 2010/11 onwards. This review has included discussions with
key stakeholders of possible options for a new approach to local value for
money (VFM) audit work. The Commission aims to introduce a new, more
targeted and better value approach to our local VFM audit work.

26 My work will be based on a reduced number reporting criteria, specified
by the Commission, concentrating on:

m securing financial resilience; and

m  prioritising resources within tighter budgets.
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27 | will determine a local programme of VFM audit work based on my
audit risk assessment, informed by these criteria and my statutory
responsibilities. | will no longer be required to provide an annual scored
judgement relating to my local VFM audit work. Instead | will report the
results of all my local VFM audit work and the key messages for the Council
in my annual report to those charged with governance and in my annual
audit letter.
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Current and future challenges

Challenges

28 The Council has so far responded positively to the financial challenges
it faces. The 2010/11 budget has been revised and reapproved at Cabinet
meetings in July and September 2010, and a programme of savings has
been agreed..

29 Swindon, like many councils, is trying to respond to the difficult situation
of funding the increasing cost of supporting vulnerable people. Longer-term,
the Council is dependent on national decisions yet to be made on how these
services will be funded in the future. In the short and medium term, it is as
far as is possible addressing the issue by emphasising working with its
partners, particularly the Primary Care Trust, to identify ways of reducing
costs.

Future developments

30 The continued tightening of the financial environment will clearly put
more pressure on the Council's limited resources. The Council has already
pre-empted these reductions by reviewing its budget setting strategy and
starting consultation on identifying what the core services the public wants
to be provided. Our work in 2010/11 to review arrangements for achieving
value for money will focus on considering the ways in which the Council is
proposing to deliver the required savings, while as far as possible
maintaining value for money in the services it provides.

31 2010/11 financial year is the first full year of accounting using the
International Financial Reporting Standards. Good progress has been made
to date and | will continue to discuss with the Council emerging issues and
preparatory work for the transition.
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Closing remarks

32 | have discussed and agreed this letter with the Chief Executive and the
Director of Finance. | will present this letter at the Audit Committee on

23 November 2010 and will arrange for copies to be provided for all council
members.

33 Full detailed findings, conclusions and recommendations in the areas
covered by our audit were included in the following reports | issued to the
Council during the year:

Fee letter April 2009
External Opinion Plan September 2010
Annual Governance Report September 2010

34 The Council has taken a positive and helpful approach to our audit. |
wish to thank the Councils staff for their support and cooperation during the
audit.

Martin Robinson
District Auditor

November 2010
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Appendix 1 Audit fees

I T [

Financial statements and annual £152,050 £152,050

governance statement

Value for money £162,950 £162,950 O

Total audit fees £315,000 £315,000 O
Non-audit work £40,000 £58,600 -£18,600
Total £355,600 £373,600 -£18,600
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Appendix 2 Glossary

Annual governance statement

Governance is about how local government bodies ensure that they are
doing the right things, in the right way, for the right people, in a timely,
inclusive, open, honest and accountable manner.

It comprises the systems and processes, cultures and values, by which local
government bodies are directed and controlled and through which they
account to, engage with and where appropriate, lead their communities.

The annual governance statement is a public report by the Council on the
extent to which it complies with its own local governance code, including
how it has monitored the effectiveness of its governance arrangements in
the year, and on any planned changes in the coming period.

Audit opinion

On completion of the audit of the accounts, auditors must give their opinion

on the financial statements, including:

m  whether they give a true and fair view of the financial position of the
audited body and its spending and income for the year in question;

m  whether they have been prepared properly, following the relevant
accounting rules; and

m for local probation boards and trusts, on the regularity of their spending
and income.

Financial statements

The annual accounts and accompanying notes.

Qualified

The auditor has some reservations or concerns.

Unqualified

The auditor does not have any reservations.

Value for money conclusion

The auditor’s conclusion on whether the audited body has put in place
proper arrangements for securing economy, efficiency and effectiveness in
its use of money, people and time.
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If you require a copy of this document in an alternative
format or in a language other than English, please call:
0844 798 7070

© Audit Commission 2010.
Design and production by the Audit Commission Publishing Team.
Image copyright © Audit Commission.

The Statement of Responsibilities of Auditors and Audited Bodies issued by
the Audit Commission explains the respective responsibilities of auditors
and of the audited body. Reports prepared by appointed auditors are
addressed to non-executive directors, members or officers. They are
prepared for the sole use of the audited body. Auditors accept no
responsibility to:

m any director/member or officer in their individual capacity; or

m any third party.

‘M audit.

commission

Audit Commission

1st Floor
Millbank Tower
Millbank
London

SW1P 4HQ

Telephone: 0844 798 3131
Fax: 0844 798 2945
Textphone (minicom): 0844 798 2946

www.audit-commission.gov.uk
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Agenda Item 9
Head of Internal Audit Update

AUDIT COMMITTEE Date: 23" November 2010

Author: Head of Internal Audit
Wards Affected: None

Purpose

To present Members with a summary of the main issues arising from the Internal
Audit reports finalised since the Audit Committee meeting in September 2010,
and to update Members with regard to progress against the annual internal audit
plan.

Recommendation

e |tis recommended that the contents of the report be noted.

1 Reasons

1.1 The Council’s Audit Committee has a strategic role to ensure that the
Council’'s assurance framework is operating effectively. To this end it
should seek assurance that key areas that contribute to this framework
are operating properly.

1.2  The Council’s Internal Audit section is a key component of the assurance
framework and therefore it is essential that this Committee monitor its
performance against the annual plan along with the implementation of
agreed recommendations by Client departments.

2 Detail

Reports Issued

2.1 Details of Internal Audit reports finalised since the September Audit
Committee are set out in Appendix 1. The appendix sets out a summary
of the audit recommendations made along with the overall risk
assessment to the Council.

Progress on completion of Internal Audit Plan 2010/11

2.2 From April to August we have completed 43% of the number of audits in
the 2010/11 Internal audit annual plan against a target of 47% (see
Appendix 2).

Further information on the subject of this report can be obtained from Nick Hobbs on Direct Dial No.
01793 463940 or email nhobbs@swindon.gov.uk
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Head of Internal Audit Update

AUDIT COMMITTEE Date: 23" November 2010

Alternative Options

Not Applicable

Risk Management
Financial and Procurement Implications

There are no direct financial implications arising from this report however
individual audit reports address the suitability of internal controls within the
systems examined.

Legal/Human Rights Implications

Internal Audit is a statutory requirement of the Accounts and Audit Regulations
2006. The Internal Audit service also provides assurance to the Director of
Finance regarding the requirements of Section 151 of the Local Government Act
1972.

Links to Corporate Plans and Policies (in particular to Swindon 2010 Promises)

Internal Control, Audit Committee and the Statement on Internal Control all
feature significantly in the CPA Use of Resources Assessment. Effective systems
of internal control within the Council will help to ensure that the objectives set out
in the Corporate Plan and Swindon 2010 are achieved.

Consultees

The Director of Finance (Section 151 Officer) and the Director of Law and Democratic
Services (Monitoring Officer) are consulted on all reports.

Appendices / Background papers

Appendix 1 — Internal Audit Reports finalised since the September 2010 Audit
Committee.

Appendix 2 — Progress against 2010/11 Internal Audit plan.

Key Decision/Decision in Forward Plan
Not Applicable

Further information on the subject of this report can be obtained from Nick Hobbs on Direct Dial No.
01793 463940 or email nhobbs@swindon.gov.uk

Page 92



‘passed - Aluo SISINL @Aoig

‘2Je MalIASl BUj} JO }NsSal e Se apew suoljepuswiwosal Aoy ay |

suonepusWlioday pue sbuipulq Asy

e/ :(qs1y) 5 :uoiuido 5 :uoiuido . IsuoljepuaWWOoINY
/ uonjen|eAs ||eddAQ 1N }Ipny shoiaaid 1N }pny juaiing VIN Aoud ybiH jo sjaquinN
010¢ 13quanoN :Mipny jo 9jeQ Jooyds Arewnd anoiq dPILNPNY

"109loud |eudes e 1o} [eacsdde Buiuielqo 1o} ‘wioy oijewwelbelp pue aaljelleu ul ‘epinb deis-Ag-dajs e apnjoul mou sabed jaueljul ONd BUL
‘SBAI1303[qO [1I9UN0YD 0} SHUI| JES|O S)jeJisuowap 03 s}osfoud ||e Jo) Juswaiinbal v
‘Juswabeuew josfoid 1o} sapjjiqisuodsal pue s3j0J JO uoljedlIe|D
‘sdnouc) Juswabeuel 19SSy SI9qUIBJ\ PUB SJa21L0 BY} JO 80UBIDJal JO SWIS) Y} JO MBINSY

"dL 9yl UIyIm sawayos 1o} siaquisiy o3 Aljigejunoooe
asealoul 0} se 0s ‘abexoed yiom (417) ueld podsuel] |20 AQ salewWNS Moys pjnoys suodal Buuojuow swwelboud [eydes Auspeny e

‘sjuswabuelle Juswabeuew joafoid |jelano Jo Led se ONd aUl Aq pajowold aq pjnoys sjoaloid |eudeod Joy sjuswabuelie j0uod Aleyjebpng e

“Juswnoop a|buls e ul sjoafoid |eyded
Jo abuel ||y ay} Joj sjabpng jsuiebe ainypuadxs pue ssalboid smoys jey; podal e dojansp Ajulol pjnoys aoueuld selodio) pue OINd dUL e

:aJe dn MoJ||0} BY} JO JNsal B SE apew suoljepuswiwodal Asy ay |

:sIy} Buimojjoy pue ‘(OINd) @910 Juswabeuely 108loid
3y} JO Juswysijgelss ay} usaqg sey }ipne jey} aouls juawdojansp ulew ay] ‘Jipne swwelbolid |eyuded 6002/800Z @y} dn pamojo) ypne syl

SuoneEpuUaWILiodsy pue sbulpuiy Aoy

5181900 :(1s1y) :uoiuido :uoiuido :suoiepuawWWOoIdY
JeIopOI uoljenjeAd |jeldaAQ € }JIpny SnoiAald ¢ Jpny juaiing € Aioud ybiH jo JaquinN
oLoz Ainp :}pny jo ajeq dn mojjo4 — swweiBoid [eyded B[HL PNy

Page 93



‘Apusinpnedy Juads saluow ay) Aedal
01 YH yim paaibe Buiney ‘uaxe} ag pinod uonoe Aseuldiosip a1049q paubisal paulaouod els Jo Jaquiaw ay} ‘YJom uoneblisaaul siy} Jo 8sinod
ay} Buung -saseyoind |IDUNOD-UOU 10} pJed Juswainodold e Jo asn ay} ojul uonebiisaaul Aleuiwidid B JoNpuUOD 0} PaysSe alam Jipne |eulaju|

SuoneEpuUaWIiodsy pue sbulpuily Aay|

e :(qs1y) e :uoiuido e :uoiuido e IsuollepuawIWoddy
N uolyenjeAy ||e4dA0 N }pny sholaald N }pny juaiing N Aioud ybiH jo JaquinN
010¢ 42903100 :Mipny jo 9jeQ uonebisanu| pJed Juswaindold BIML Hpny

‘aouepIinb ay} ul papn|oul 0S|e pue paulwla)ep

ag pjnoys suonesidde ssaiboid-ui-Buinow, Buiulaouod pajendns suswalinbal pue ‘poliad sy 0} deay 0} ey sualed pjnoys Alioyiny ay}
Aq uaye} aq 0} suoljoe ay| ‘sepInb suoIsSIWPY S|O0YIS ay) Ul pajels AlIes|o pue }8s aq p|noys ssalppe mau e ojul Buinow 1o} aulpesp ay |
"0} paJaype jou Ji

uaye} aq p|NoOM Jey} Uoijoe ay} apnjoul 0} JaJeajo apew ag p|NoYS SWI0} SUOISSIWPY (SUljUO pue [enuew Yiog) uo juswajels uonelepaq ayL
‘010z Aeniga4 yigz palep ‘suoissiwpe |ooyos 4o} suoljesljdde jusjnpned;

uo podal sJojedipnipy |00Y9S JaIYD 8y} Ul apew suoljepuawwodal ayy Aojdwe 0} Jodal Ssiy} Ul suoljepuswiwiodal 8y} Yim uoniounfuod uj

"sapIng) / o104 suoIssIWpYy |00YdS

3y} ul pajesodiodul 8q p|NoYs Siy| ‘saoe|d melpyim 0} Jaylaym apew aq 0} Spaau UOISIDap B paljjuapl ale suoljesijdde jusjinpnedy a1aypp
"sassalppe Jo jooud apinoid 0} paiinbal aq pjnoys (Jaybiy si Janayoiym) syuesijdde ayj Jo 9%,G| Jo suoieoldde

G Jo ajdwes e ‘(aiow 10 9%,0G Aes) abejuaolad ulenad e Jano sasualsjald 1Sl JO Jaquinu ay} Agq paquIOSONSISA0 SI Jey] |00YdS B alaypn

:8Je MaIA8J 8U} JO }|Nsal e Se apew suoljepuswiwosal Asy ay |

SuonepuUaWILLIoddy pue sbulpuiy Aay

ajesapoly VIN

:(qs1y) :uoiuido :uoiuido IsuoljepuawWwwWondy
uonjen|eAs ||eddAQ }Ipny shoiaaid 4 }pny juaiing 0 fuoud ybiH jo JaquinN

suonesijddy suoissiwpy

0102 4890300 :J1pny jo ajeq S|00Yy2S jJudnpnel |enuajod a1 sjuswabuely 9]} 1 Upny

Page 94



‘yuow yoeas Buninp sAepijoy yueq Aue
JO JUNO22OE ).} ued Aay) Jey) os spodal 9ouasge SSaUX2IS JUaLIND 3y} Buipuawe jo saljijednoeld ay} 0} UsAIB g p|NOYS UOjeISpISUCD) e

‘Blep ssauyals Aue Jo Aoeinooe sy} ainsus 0} Juasge s 8akojdwa ue Sse uoos Se palyjou aq
1SNW asuodsay 1S4 YH "ElEp 9ouUasqe SSauyoIs sy} Jo Aoeinooe ay) Bulnsus Ul [elJUSSSS SI ¥09YD [0J]U0D [eUlSlUl SIY| ‘POA|OSSI pue
paluspl ag ued salpuedalosip Aue ey} ainsus 0} Aidwold ejep aouasqe ssauyoIs JIay) ¥oayo 0} pabeinoous aq pjnoys sisbeue|y aur| e

"‘@0Udsge Yoes .10} |leJ} Juswabeuew Jes|o e ainsus 0} Ssa004d 8ouasge ssauddIs 8y} Jo abe}s yoes je uoi}a|dwod Wio}
Jo} ainpaoold 8y} 82Jojus pjnoys asuodsay isii4 YH 'siebeuew aul| 0} pajelayial aq pinoys sainpacoid Buiodal soussge ssauoIg e

‘2Je MaIABJ SIY} JO }NSal B Se apew suolepuawiwosal kay ay |

‘poajuswa|dwil

Jou sem | pue ‘Ajjeied Jo Ajjny pajuswa|dwi alem G ‘SuoepuswwWodal 9 snolnaid By} JO "9AI}08e B1oM S|0JJU0D Wa)sAs Jey) pue pajuswajdul
usag pey lpne §0/800Z oY} Ul spew SuUOljepusWWOdal Jey} ainsus 0} pajonpuod sem Buise] '/ 8siWold Joy uonewloul juswabeuew
ajeinooe Buipinoid pue jsngod sem ainpaososd Buipodal soussge ssauyoIs 8y} Jey} aoueInsse apinod O} PajonNpuod sem mairal dn-mojjo} siy ]

SuoEepuUaWILLIoddy pue sbulpuiy Aoy

e :(qs1y) e :uoiuido e :uoiuido IsuolepuaWWOoINY
IN uonjen|eAs ||eddAQ N }Ipny shoiaaid N }pny juaiing € Ayuoud ybiH jo sJaquinN
0102 Jequiydeg Jipny jo 9jeq dn-mojjo4 Buliojluopy ssauxdis dpILNPNY

Page 95



‘pasiwoldwod Jou sI sassaooud Buyew-uoisiosp

Aue ul Alinuuoo jey) ainsua 0} Alleinbal puaye 0} pabeinodus aq osje pinoys sbuisaw ay) Buipuaye siaqwaly pajajdwod ajep

pue pasiel juiod uoioe ajep ‘Ajuond ‘s1ao1jo ajqisuodsal sy} apnjoul pjnoys ueld uoioe ay| “AlJes|o pamoj|o) aq 0y suoioe Buijuswajdwi
ul ssaiboid ay} smojje jeyy ueld uoijoe Ue apn|oul 0} papuswe 8q pjnoys pieog diysisuped ay} Jo Sanuiw ay} JO Jew.o) ay |

"S8W092)N0 palisap ayj buiney aie Aianisp
22IAI8s 0} sabueyo Aue ey} ainsua 0} ‘wea ] sjdoad Buioddng sy Aq 1se9| je ‘Ajjusnbaly alow pamainal aq pjnoys Buliojuow }abpng

"Jap|oH 1ebpng 8y} Aq uoljesiIoyjne ajelisuowap pue anjeA Joeiuod ay} |leyep
Jey} suoijelieA 1o sjoesuod Aq pauoddns siojoeljuod o) apew Buiaq sjuswAed ay} Loddns 0} jed) Juswabeuew Jeso e Jo uoisinoid ay |

‘sBuines 196pnq palinbai ay} Janijap 0} syabie} pasiuoud Jo uoisnoul ayy yum Absjeng ajdoad Buiioddng pasinal ay} Jo uoijesijeuly

"90IAJ9S BuluoissIwwod ouauab
e Jo uawdojanap ay} ybnouy} sbuines a|qissod JaAlap 0} ‘s9s$900.4d SAjeIISIUILIPE PUEB JUBWSINJ01d JO MBIASI B JO UOIJBISPISUOD) e

‘ale MalAal SIY} JO JINSal B Se apew suoljepuswwodal Aay ay] ‘poluad Buiuanisiul sy} ul pajusws|dwi ussq pey suoljepuswwodal Aue ainsus
0} 900Z 10 MalAal JIpNy |eulalu| shoinald ayj Jo Ino Buiwod asoy) pue uoissIuwo) Jpny 8yl Aq mainal jse| ay) jo sBuipuly sy} uo dn pamol|o}
0S|e MalAal Jipny 8yl ‘sassaoosd Buuoyjuow }abpng pue Buipoelyuod ‘@oueulanob yjoq Jo mainal e papnjoul 8doos ay| Buipuny Jo S|OAI|
Buisealosap Jans pue puewsp Buisealoul JO JUSWUOIIAUS Ue ulyum ‘ABajeng ajdoad Buiuoddng ayj Jo saoalqo ay) Jaalap 0} paoeld }saq sem
90IM8g 8|doad Buipoddng jusiind ay} jey} ainsia] pue BuisnoH Jo Jojoalid 8y} 0} 8duelnsse SpIAoid 0} PAUOISSIWWOD SEM M3IA3I Jipne Syl

SuoEepuUaWILLIoddy pue sbulpuiy Aoy

ajelopo :(s1y) :uoiuido :uoiuido ISUOI}EpUBWIIOIDY
uoljenjeA |jeldAQ Hpny sSnoiAald Hpny jualing S fAuolid ybiH jo JaquinN
0102 ¥snbny :}Ipny jo ajeq 1110102 d|doad Buntoddng :BIL NpNyY

Page 96



OL/LLISL ¥eiSl

PNy [BuISIU] JO PESH ‘SAAOH MOIN Aq pasedald

%y %Y %EY %y %EY %y %L¢E %82 %142 %81 %l %¥ % JUSWA3IYIY ue|d }pnhy
26 08 1L €9 9§ Ly 8¢ 62 (43 €l L € % Ueld Jo uopjajdwo) jabiel
€5 €8 €5 €8 €5 €8 14 143 9C 144 6 S SHpNYy [ejol [|eJ8AO
0 0 0 0 0 8 13 8 14 €l 14 S S}pny |ejol YIuol [[e48A0

yosep Kenigagy fienuep Jaqwadag J1aqWaAoON 1370120 Jaquaydag 1snbny Ainp aunp Kepy Judy
Z5 5 5 5 5 5 Sv ve 9z k77 6 S SHIPTTE]
paBeuew uou aAle|nWWINY
0 0 0 0 0 L L 8 14 el 14 S Ypuouw 1oy |ejo} pabeuew-uoN
100y2S
umopsbury
spiS Aisnpuj
pJe) uswhed
€-11/0) AUl sasjwold
- uopebysanu| 0S Jo Aanlieg
_ AU dn-mojjo4
L L/OL AUl Juswabeuey
- uopebysanu|
jessy
dn-mojjo4
"
pallosuo) ssauisng
swweiboid €1-01/60 GM |ooyds Jownp
leyden - uopjebisanu| uojyBnoIAn
BuLioyuow 8-01/60 AU|
14N SSaUNOIS - uopyebisanu| €S
-1 1/0} AU] suoissiwpy
SRR %001g3]0D (ooyoS Wel ayons
Juswabeuepy oy3 €-01/60 8M SspuswWaaIby poaIH BAON
jessvy 101 | Aieyes @ uesH | - uonebnsanul 8€ Uonoas
s|doad (jesuz6) (Bunsay Jooyos Atewid | (Bunssi 01/60) 20us)sIsqng
¥on 101 spodssed
Buipoddng ainsion 01/60) 4ANN MBIAYLON Xe| |19uno) g [oneI L
uoljebisanul
8-01/60 AU| souedwo) Jooyos jooYoS S80UBMO||Y
enoia pIED - uopjebisanu| Auadold Aewid puelAN sJaquis|y
JuswaIno0id il :
Buisseooid S|00Y0S Ul (08s) Jooyos |o0YoS spJebaisig
swie o) 90} uonoes JETEIS «m.m Auedoid 3 Buky| 87 Haqo! BOMUOWWOD Jus _,:w.
1.0 gH JES B UNERH | | cor s1uopison MeTHeqoy | | p!
UOI}ISOd }08UU0) wie|) juess
siojgeQ sjuswihed yaiq e iod poewo) | Absjens sisepn I YRR uoios||09 ysed
panssj s}ipny Jaylo
yosep Aienigagy Kienuep Jaqwadag J1aqWaAON 1370120 Jaquaydag 1snbny Ainp aunp Kepy judy
yela - (g1L) pais|dwo) s)pny pabeue|y UoN [ejoL

%SC %S2 %S2 %S¢T %S2 %S¢T %0 %0 %0 %0 %0 %0 % PaAalydy pabeuepy

00l S. [ 0§ 0§ [T 0 0 0 0 0 0 % obuel pabeuen
3 l 3 3 3 3 0 0 0 0 0 0 1e}01 aAize|nwny pabeuep
0 0 0 0 0 3 0 0 0 0 0 0 |ejol yjuo pabeuep

HANN pajajdwo) syupny pabeuepy
yosep Aienigagy Kienuep Jaqwadag J1aqWIaAON 1370120 Jaquaydag 1snbny Ainp aunp JCIT judy
yeiq - (sypny ¥) pajeidwo) sypny pabeuep

Page 97



This page is intentionally left blank

Page 98



	Agenda
	4 Minutes
	5 Internal Audit reports identifying significant risk or 'of concern' - Payment Card Industry Standards
	Appendix 1 - Final Report Payment Card Industry
	Appendix 2 - mgmt response summary
	Appendix 3 - update on recs

	6 Internal Audit reports identifying significant risk or 'of concern' - Section 38 Agreement
	Appendix 1 - Final section 38
	Update on recs - Appendix 2

	7 Accounting Policies
	Audit Committee Appendix 1 - Accounting Policies Review

	8 Annual Audit Letter
	9 Head of Internal Audit Update
	Summary of finals issued
	HoIA Update - Appendix 2 - Nov


